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Abstract

Researchers and practitioners are usually eager to de-
velop, test and experiment with new ideas and techniques to
analyze software systems and/or to present results of such
analyzes, for instance new kind of visualizations or analy-
sis tools. However, often these novel and certainly promis-
ing ideas are never properly and seriously empirically eval-
uated. Instead their inventors just resort to anecdotal ev-
idence to substantiate their beliefs and claims that their
ideas and the realizations thereof are actually useful in the-
ory and practice. The chief reason why proper validation
is often neglected is that serious evaluation of any newly
realized technique, tool, or concept in reverse engineering
is time-consuming, laborious, and often tedious. Further-
more, we assume that there is also a lack of knowledge or
experience concerning empirical evaluation in our commu-
nity. This paper hence sketches some ideas and discusses
best practices of how we can still, with moderate expenses,
come up with at least some empirical validation of our next
project in the field of reverse engineering.
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1 Introduction

In recent years, the reverse engineering community in-
vented and realized many interesting, promising and po-
tentially practically useful techniques, concepts, processes,
or tools such as Moose [4], Program Explorer [8], Graph-
trace [7], or Mondrian [11]. Many useful visualizations of
software systems, presenting on a high or low level both
software structure and behavior have been invented (for in-
stance, Polymetric Views [9], Class Blueprints [3], Real-
time visualization [14], or even 3D visualizations [5]).

While all these innovations are promising to actually
support software developers in various software engineer-
ing tasks such as gaining an understanding for an unfamiliar
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application, analyzing collaborations between source arti-
facts, correcting software defects, or extending and enhanc-
ing key software features, nobody really knows whether any
of those invented techniques contributes any value in prac-
tice, and if so, to which degree these techniques add value.
Thus many questions are left open, for example how big is
the impact of a given reengineering tool or technique on
productivity or whether practitioners actually employ the
concepts our community developed. Another interesting
question is which techniques are best suited for which kind
of software tasks, that is, which techniques or tools should a
software developer use when faced with a task in areas such
as defect correction, feature implementation, refactoring, or
porting an application from one programming language to
another. Certainly we are also interested in learning how
a specific reverse engineering tool or technique is best em-
ployed in practice to be most helpful. As long as these ques-
tions remain unanswered and largely neglected, we cannot
be sure whether our work has an impact on software devel-
opers working in industry on practical, real-world software
development and maintenance problems and challenges.

For most of the fore-mentioned tools, techniques, or
visualizations we completely lack quantitative knowledge
about their practical usefulness. Thus we discuss in this pa-
per several means how we can concretely acquire such cru-
cial knowledge. The ideas presented here should serve as a
thought-provoking impulse for how to evaluate and validate
existing reverse engineering tools or at least newly invented
and implemented tools. Moreover, we want to provoke a
discussion in the community to sensibilize researchers and
practitioners in our field for the importance of empirical re-
search and to motivate them to actually perform such valida-
tion, that is, to conduct empirical studies and experiments.
The ideas for empirical evaluations in our field presented in
the following should give the basic knowledge about how to
get started with empirical research.

This paper is structured as follows: In Section 2 we stress
the importance of empirical validation with some concrete
examples of the benefits of such validation. Section 3
presents and discusses different kinds of empirical valida-
tion, and how we can apply them to the context of reverse



engineering research. Finally, Section 4 wraps up the paper
with some concluding remarks.

2  Why Empirical Validation is Important

In this section we briefly list the three most important
reasons why our community should really invest in empiri-
cal research:

* Validating our work is crucial, particularly in research.
Empirical evidence is hereby a bold argument for the
quality of our research projects.

Quantitative empirical evidence allows us to compare
different reengineering techniques, also with respect to
types of software engineering tasks for which they are
useful, and to thus develop guidelines in which kind
of software tasks we should use which technique or
combinations thereof.

Our primary goal as reverse engineering researchers
should eventually be to have the largest possible im-
pact on software development and maintenance in
practice. Only validating our tools empirically in prac-
tice can give us information about how to actually
achieve this goal and to learn what to improve to max-
imize our impact on practice.

3 How to Conduct Empirical Evaluation

In this section we discuss different means to empirically
validate tools and techniques developed to reverse engineer
software systems. We start with means focusing on acquir-
ing qualitative feedback assessing the usability of evaluated
techniques while later approaches are also able to quantita-
tively report on the impact of these techniques on, for in-
stance, productivity of software developers. Quantitative
measures are considered as a more powerful validation as
their informative value is higher [10], in particular as con-
crete numbers allow researches to compare the performance
of different techniques. This is not directly possible with
qualitative evaluations, yet they still provide important in-
sights in a more explorative way than quantitative evalua-
tions can do; that is why we consider both, qualitative and
quantitative evaluation procedures, as valuable.

3.1 Surveys

A survey gathers data by asking a group of people their
thoughts, reactions or opinions to fixed questions. This data
is then collected and analyzed by the experimenters to ob-
tain knowledge about how the interrogated persons con-
sider, for instance, the usefulness of a visualization to un-
derstand run-time collaborations between different modules

of a software system. Often surveys ask subjects to rate spe-
cific aspects or impacts of a technique or a tool in a Likert
scale (typically from 1, “not useful”, to 5, “very useful”).
Analyzing surveys with such questions yields quantitative
data, however, this data is based on personal and subjective
judgement of the subjects. Thus the outcome of surveys
cannot be considered as highly reliable as it is too much
dependent on the specific subjects interrogated.

Surveys have several benefits as well as disadvantages:
They are cost effective and efficient as a large group of peo-
ple can be surveyed in a short period of time. The disad-
vantages of using surveys to conduct research include the
validity based upon honest answers. Answer choices could
not reflect true opinions and one particular response may
be understood differently by the subjects of the study, thus
providing less than accurate results.

3.2 Case Studies

Unlike a survey, a case study closely studies an individ-
ual person or an individual application to be analyzed. Sur-
veys always ask several people and might consider several
systems being analyzed or covered by the reverse engineer-
ing tools under study. Case studies were developed from the
idea of a single case (e.g., a single application to be analyzed
by a new technique) being tried in a court of law. Compar-
ing one case study to another is often difficult, thus it is
usually not possible to draw a significant conclusion from
one or from a low number of similar case studies. However,
a case study can often be seen as a starting point for further
analysis, for instance by testing how people use and interact
with a new visualization tool or a new analysis procedure.
A case study can thus serve as a pre-study to gather pre-
liminary, qualitative feedback and insights to learn how to
design another, possibly controlled study which eventually
quantitatively evaluates the impact of the reverse engineer-
ing technique on the variable of interest (e.g., programmer
productivity).

The benefits of performing a case study thus include get-
ting an in-depth view into subjects behavior and can also
help to determine research questions to study for a larger
group. A disadvantage of case studies is that the researcher
may start off only looking for certain data such as specific
usage patterns of the studied tool. Such a narrowed focus
might lead to overlooking other interesting and important
aspects, such as shortcomings or hidden benefits of the tool
or technique under study. A way to mitigate this threat is
to not conduct a case study with a specific goal, e.g., test-
ing a particular hypothesis. Rather researchers should em-
ploy case studies purely as an explorative means to unpreju-
dicedly observe how a reverse engineering tool is perceived
and used by study subjects to actually benefit from the ad-
vantages of case studies, for instance their potential to re-



Table 1. Comparison of different kinds of empirical studies

Study Costs | Quantitative | Qualitative | Generalizability | Reproducibility
Survey + Partially Yes + -

Case Study ++ No Yes -- --
Observational Study + No Yes - -
Contest - Partially Partially + +
Controlled Experiment | -- - Yes No ++ ++

veal unknown and unanticipated behavior of people con-
cerning how they use a tool.

3.3 Observational Studies

An observational study is similar to a case study. Typi-
cally, a observational study includes several single and pos-
sibly independent case studies with, for instance, several
subjects, software systems to be analyzed, or analysis tools
and techniques being used. Thus observational studies help
experimenters to generalize the findings and results of one
case study to a broader context.

Conducting observational studies has similar advantages
and disadvantages as case studies. Of course they require
more time and effort to conduct than just a single case study,
the amount of insights and reliability they yield is larger and
broader though.

3.4 Contests

Contests are another, rather specialized means to evalu-
ate reverse engineering tools. The basic idea is to let differ-
ent subjects or different analysis tools compete against each
other, for instance by imposing some tasks or questions on
the subjects that have to solve these problems under time
pressure and while competing against other subjects. The
eventual goal is to win the contest, for instance by solving
the problem in the shortest amount of time or in the high-
est quality. The performance of each subject is analyzed,
the experimenters observe the contest and try to locate the
cause why and how much a specific reverse engineering tool
helped subjects to solve the problem in a particular time or
accuracy.

The fundamental difference to an observational study is
the fact that a contest puts significant time pressure on the
subjects; thus they are more motivated to solicit the best out
of the available tools they obtain to solve the given prob-
lem. Thus the results might be more reliable and compara-
ble between different employed tools as the motivation of
the subjects was high to do their best to learn, understand
and employ a tool in the most efficient manner.

3.5 Controlled Experiments

(Controlled) experiments are crucial in finding the an-
swers to questions such as “does tool X provide value in
software maintenance activities”. The cause and effect of
a particular problem can be studied through an experiment,
providing it has “a set of rules and guidelines that mini-
mize the possibility of error, bias and chance occurrences”
[6]. Surveys and case studies require observation and ask-
ing questions, whereas experiments require controls and
the creation of constrained situations to be able to actually
record beneficial data.

The benefits of controlled experiments include a more
scientific and thus more accepted approach of collecting
data, as well as limiting potential bias that could occur in
a survey, case study or an observational study. One dis-
advantage to many experiments is the cost factor involved;
often laboratory procedures can be expensive. Another po-
tential disadvantage is that a controlled experiment virtu-
ally always has a narrow focus, that is, it tries to study one
or several very particular variables and thus neglecting any
other, potentially interesting analysis of, for instance, devel-
oper reactions to specific characteristics of a reverse engi-
neering technique.

Examples of well conducted controlled experiments in
the area of software engineering and specifically in the field
of program comprehension, software analysis, and reverse
engineering are for instance: Cornelissen et al. [2] that
evaluated EXTRAVIS, a trace visualizing tool, with 24 stu-
dent subjects. Quante et al. [13] evaluated by means of a
controlled experiment with 25 students the benefits of Dy-
namic Object Process Graphs (DOPGs) for program com-
prehension. Arisholm et al. [1] quantitatively analyzed in
a large, long-lasting controlled experiment with 295 profes-
sional software engineers on three different levels (junior,
intermediate, expert) whether pair programming has a posi-
tive impact on time required, correctness and effort for solv-
ing programming tasks with respect to system complexity
and programmer expertise.

3.6 Summary

Table 1 summarizes the different kinds of empirical stud-
ies we presented in this section. The table shows for in-



stance which studies to use to gather quantitative or qual-
itative feedback (note that each study can certainly be ex-
tended to gather qualitative feedback as well even though its
primary goal is to quantitatively analyze cause-effect rela-
tionships, for instance by observing the study subjects or by
additionally handing out a questionnaire). With “generaliz-
ability” we refer to whether the study concept itself easily
allows us to obtain results that can be generalized to practi-
cal, real-world situations. Generalizability is certainly very
much dependent on how a concrete study is designed. With
“reproducibility” we suggest how likely a type of study is
to yield the same results when conducted several times.

Researchers sometimes only require the use of one of
the discussed methods to successfully find the answer to a
question, however it is often worthwhile to combine dif-
ferent methods when evaluating a specific research project
as each evaluation method has its specific strengths. Thus a
combination of different methods often yields more insights
and results that are more reliable and generalizable to other
contexts, software systems, or analysis techniques.

Kitchenham et al. [6] thoroughly report on preliminary
guidelines for empirical research in software engineering;
these guidelines are also applicable to the field of reverse
engineering and reengineering. Di Penta et al. [12] encour-
age researchers and practitioners to design and carry out
empirical studies related to program comprehension and to
develop standards how to conduct such studies. They give
some early hints how to establish a community motivated to
perform empirical engineering in our field.

4 Conclusions

In this paper we first motivated the need for conduct-
ing empirical research in the reverse engineering field by
raising some important questions that remain unanswered
as long as only very little empirical validation on our tech-
niques and tools is performed. In a second step, we intro-
duced several types of empirical studies such as surveys,
case studies, or controlled experiments that we can employ
to actually conduct empirical studies. Moreover, we gave
some hints how to concretely conduct which kind of study
in which context and referred to important work on empiri-
cal software engineering done by other researchers.
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