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Networking Appified World
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Problems

1. Software quality

Sloppy developers

Weak quality control

2. Software protection

Code availability

Endpoints / credentials exposure

3. App communications

Sensitive data

Flawed inputs

3



These Problems can lead to...

Data leaks / theft

Denial of service

Impersonation / Unauthorized billing
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Example: Snapchat
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Goals
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Raise Awareness

Raise awareness of 
encountered threats

Risk Assessment

Assess potential 
risks caused by 
client-server 
implementations

Automated App Analysis

Automated analysis 
of Android 
applications



Automated App Analysis
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Decompilation & 
Analysis

Data Leak

Sample GenerationAttack

Data Structure 
Extraction

OkHttpClient client = new OkHttpClient();
Request request = new Request.Builder()

.url(reqUrlString)

.get().build();

client.newCall(request).enqueue(new Callback() {
…
@Override
public void onResponse(Call call, 

Response response) throws IOException {
String response = response.body().string();
JSONObject jObj = new JSONObject(response);
User user = new User(

jObj.getString(“username”),
jObj.getString(“first_name”),
jObj.getString(“last_name”),
jObj.getDouble(“balance”),

 jObj.getString(“address”));
}

});



Automated App Analysis
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Decompilation & 
Analysis

Data Leak

Sample GenerationAttack

Data Structure 
Extraction



Automated App Analysis
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Automated App Analysis
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Decompilation & 
Analysis

Data Leak

Sample GenerationAttack

Data Structure 
Extraction

https://bankname.com/
getDetails?username=Smith

- or -

predicted JSON object in header



Automated App Analysis
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Decompilation & 
Analysis

Data Leak

Sample GenerationAttack

Data Structure 
Extraction

{
“username”: “Smith”,
“first_name”: “Mike”,
“last_name”: “Smith”,
“balance”: 9999999,
“address”: “767 5th Ave

New York, NY 10153”
}



Progress
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Jandrolyzer: Library Support



Jandrolyzer: AST Traversal
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Jandrolyzer: Networking Snippet Example
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Challenges

Memory

JavaParser expression resolving

Implementation variations

16



Next Steps
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Targeted attacking

Automated endpoint 
testing

Data preparation

Decompiled APK 
analysis

Data structure 
extraction

Endpoint extraction

Model generation

Property evaluation

Sample generation



Summary

Problems

Goals

Automated App Analysis

Progress

Jandrolyzer

Challenges

Next Steps
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