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Research Questions

RQ1) Prevalent web communication frameworks?
RQ2) Transmitted data?
RQ3) Differences open-source vs closed-source apps?

RQ4) Web server configurations?



Web Communication
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REpresentational State Transfer (REST)

Client-Server Architecture Layered System

Stateless Cacheable

Uniform interfaces Code on demand



Data Schemes

<?xml version="1.0" encoding="UTF-8"7>
"id": 3948292, <root>
"name": "Miller", <1d>3948292</i1d>
"first_name": "Bob", <name>M1iller</name>
"address": { <first_name>Bob</first_name>
"street": "Sample Street 1", <address>
"number": 10 <street>Sample Street 1l</street>
s <number>10</number>
"married": true, </address>
"badges": [ <married>true</married>
"badgel”, <badges>badgel</badges>
"badge2" ], <badges>badge2</badges>
"social_media": null <socilal_media/>
</root>




Common HTTP Request Methods

PUT

PATCH

DELETE

Retrieve resource
Create resource
Replace resource
Modify resource

Delete resource

www.example.com/api / user?id =42
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HTTP body: { "age": 33 }

www.example.com/api / user?id =42



@ Server status
S|mpl|f|ed HTTP @ Response headers

Req ueSt @ Request message body @ Response message body

HTTP 200 No Error @

Content-Type: application/json; charset=UTF-8
Access-Control-Allow-0Origin: * @

Pragma: no-cache

Set-Cookie: PHPSESSID=u45n2me6f0@jueflptpjmrvjid4; path=/

Server: nginx/1.14.1

Access-Control-Expose-Headers: Content-Type, X-Requested-With, X-authentication, X-client

PATCH /api/user/20382 H'I'I'P/l.lc Transfer-Encoding: Identity
. = Referrer-Policy:
H - m rvice.com
AOSt t?O eS(i Ee /1 @ Expires: Thu, 19 Nov 1981 08:52:00 GMT
SEHE 212l '}ca e ]§On . > Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Accept-Encoding: application/gzip Date: Sun, 31 Mar 2019 15:31:41 GMT

cache-control: no-cache Connection: keep-alive
Vary: Accept-Encoding

{

n ", n n

user_name": "Bob e G CBeA%Y PUs
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RQO1:

Which are the prevalent web
communication frameworks
used In mobile apps?



Found Web Communication Facilities
(manual analysis of 160 apps)

HTTP libraries

>

» Android

‘ Volley AndroidHttpClient

AsyncHttpClient
(loopj)

E=

JSON libraries

Gson
github.com/google/gson

org.json
Included in Android

Moshi

github.com/square/moshi
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REST Library Support

URL url = new URL("http://www.google.ch");

Socket socket = new Socket(url.getHost(), 80);

OutputStream outputStream = socket.getOutputStream();
PrintWriter printWriter = new PrintWriter(outputStream, false);
printWriter.print("GET / HTTP/1.1\r\n");
printWriter.print("Host: www.google.ch\r\n");
printWriter.print("Connection: Close\r\n");
printWriter.print("\r\n");

printWriter.flush();
InputStream inputStream = socket.getInputStream();
InputStreamReader inputStreamReader = new InputStreamReader( inputStream);
BufferedReader bufferedReader = new BufferedReader((inputStreamReader));
int 1in;
while ((in = bufferedReader.read()) != -1) {

System.out.print((char) in);

s

bufferedReader.close( );

without REST library

with REST library
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