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Web Communication
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Research Questions

RQ1) Prevalent web communication frameworks?

RQ2) Transmitted data?

RQ3) Differences open-source vs closed-source apps?

RQ4) Web server configurations?
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Web Communication

Background



Application Programming Interface (API)
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Client-Server Architecture

Stateless Cacheable

Code on demand

Layered System

Uniform interfaces

REpresentational State Transfer (REST)
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Data Schemes

8



Common HTTP Request Methods

Retrieve resource

Create resource

Replace resource

Modify resource

Delete resource
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www.example.com/api / user?id =42

(440 ÂÏÄÙƙ ǅ ʏÉÄʏƙ ʩʧƗ ʏÎÁÍÅʏƙ ʏ"ÏÂ 3ÍÉÔÈƨƗ ƛ ǆ

(440 ÂÏÄÙƙ ǅʏÉÄʏƙ ʩʧƗ ʏÎÁÍÅʏƙ ƨ!ÄÁÍ 3ÍÉÔÈƨƗ ƛ ǆ

www.example.com/api / user?id =42

HTTP body: { "age": 33 }



Simplified HTTP 

Request
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RQ1:

Which are the prevalent web 

communication frameworks 

used in mobile apps?
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Gson
github.com/google/gson

org.json
Included in Android

Moshi
github.com/square/moshi

AndroidHttpClient

AsyncHttpClient

(loopj)

Ion

Found Web Communication Facilities

(manual analysis of 160 apps)
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REST Library Support
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