MASTER N
COMPUTER
SCIENCE

A

Detection of Cybersquatted Domains

Master Thesis

Patrick Frischknecht

from

Laupen BE, Switzerland

Faculty of Science
at the University of Bern

31 July 2021

Prof. Dr. Oscar Nierstrasz

Pascal Gadient

Software Composition Group
Institute for Computer Science

University of Bern, Switzerland

b

uni FR
|
b UNIVERSITE DE UNIVERSITE DE FRIBOURG

UNIVERSITAT NEUCHATEL UNIVERSITAT FREIBURG
BERN




Abstract

Domain names, or short domains, are memorable identifiers for websites, however their
affiliation is not always clear. Cybersquatters register domains that closely resemble existing
ones or well known trademarks for their own profit and therefore misuse the trust of a
brand. The focus of this thesis is to support security personnel in the accurate detection of
cybersquatted domains. Our goal is to identify such domains that have been crafted in bad
faith based on the content present on the website, and therefore effectively reduce the number
of websites that would otherwise require a manual review. We developed a tool based on logo
matching with image hashing that can, given a target domain, report cybersquatted domains
in global-scale domain lists that consist of several hundred million entries. For our case study
we selected the websites of nine well known luxury and apparel trademarks from the Forbes
Top 100 most valuable brands list that we fed to our tool. We performed a manual evaluation
on more than 5 000 reported websites to determine whether the automatically assigned label,
harmless or malicious, was correct. We realized that cybersquatting is still a relevant issue for
selected brands as they try to protect themselves against this threat. Furthermore, we could
identify 1433 domains that host malicious content, including 639 fake web shops. Finally,
we realized that image hashing algorithms are preferably not used in such scenarios, because
logos on squatted domains are altered in a way that causes large differences in their similarity
scores although they remain visually similar. We conclude that logos are indeed a typical
feature used in many websites of cybersquatted domains and that our tool can report domains

missed by existing tools and services.
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Introduction

Cybersquatting is the abusive registration of a domain name confusingly similar or identical to a well
known trademark. Cybersquatters,e., people who perform cybersquatting prepare websites on squatted
domains to trick users into thinking that they interact with an original website, but instead they interact
with a counterfeit. Cybersquatters try to pro t from the reach and reputation of the trademark evgner,

by selling ads, counterfeit products, or by stealing credentials. Another common practice is to sell the
squatted domain back to the trademark owner.

Unfortunately, the protection of trademark owners and internet users against cybersquatted domains is not
trivial. More domains are registered every day and an independent authority would need to assess each
domain in combination with the content to determine whether its setting is legitimate, or if it was registered

in bad faith. Even worse, the entire content of a website can change within seconds to spoof potential
investigators. Therefore, various national and international laws and institutions have been created to help
in protecting trademark owners,g, theWorld Intellectual Property Organization (WIPQyhich offers

to mediate internet domain name displutd3espite these efforts, cybersquatting remains a prevalent issue,
i.e, the WIPO reports that from January through October 2020 they handled 3 405 cybersquatting cases,
which is an increase of 11% compared to the same period in the previous year.

https://www.govinfo.gov/content/pkg/CRPT-106srpt140/html/CRPT-106srpt140.htm
2https://www.wipo.int/amc/en/domains/
Shttps://www.wipo.int/pressroom/en/articles/2020/article_0026.html



CHAPTER 1. INTRODUCTION 2

In this thesis, we present an effective and scalable approach to identify squatted domains that have been
created in bad faith. Moreover, we have implemented a tool that automates that process, and which only
requires the existing domain name of interest, a set of trademark logos, and a list of registered lomains.

We examine the following two research questions with respect to cybersquatting:

RQ:: Can we ef ciently nd candidates for cybersquatted domains on a global scale?

By applying various squatting techniques to the provided target domain name and matching it against
the set of all registered domains, we can create a subset that only contains the relevant candidates.
We created a tool to explore whether this process is feasible in practice for global scale domain lists.
During the implementation of our tool, we found that, as expected, the detected domains include
many irrelevant entries due to the simple matching approach, and thus a veri cation step is required
to reduce the number of false positives.

RQ>: Are logo images a useful feature to detect cybersquatted websites, and if yes, how successful
is such a tool in identifying cybersquatted domains?

For each relevant domain, the tool downloaded all website content and matched logo images against
those provided by the user. Domains that use similar logos were agged for a manual review. In
order to assess the tool performance, we manually analyzed more than 5000 websites including
those that have been agged and we veri ed whether the tool labelled them correctly. We found
that our tool is able to detect suspicious pages using logo detection for each luxury and apparel
trademark used in our analysis. In retrospect, the used image hashing approach was not a perfect
t for our setup, because the algorithm failed to detect many altered logos or those that were only
visible in product images.

In summary, the proposed tool simpli es the process of nding cybersquatted domains and is able to nd
websites that have not been discovered by existing tools or services.

The remainder of this thesis is structured as follows. We provide the required background in chapter 2,
and we discuss the implementation in chapter 3. The design of our case study as well as the results
are presented in chapter 4. We summarize the threats to validity in chapter 5 and conclude this thesis
in chapter 6.

4Such lists are available from various operaters, Zone les.io.



Background

Cybersquatting has been a major topic in both security and legal research. The focus of this section is to
present and discuss the results of previous research that guided our work.

2.1 De nitions

The term (cyber)squatted domain is commonly used to refer to domain names confusingly similar to

a trademark or domain owned by someone else. By comparison, the term lookalike domain focuses
rather on the visual aspect of a website and not its purpose or domain name similarity, however it is often
interchangeably used in the literature. Therefore, without context it is often unclear whether a discussion
about lookalike domains addresses legitimate websites or websites built with a malicious intent.

In order to improve clarity on the implications of such terms, we present the following de nitions for terms
that we use in this work:

 Target trademarkThe trademark of interest that requires protection.
« Target domainThe corresponding domain of a target trademark.

» Lookalike domain A domain name that looks confusingly similar to a target domain without
considering any website content.



CHAPTER 2. BACKGROUND 4

 (Cyber)squatted domair lookalike domain that has been registered or used in bad faith in order
to pro t from the reputation of the target trademark.

2.2 Squatting Techniques

Cybersquatters use a wide range of techniques to create a domain name that can be confused with a target
domain. Understanding the different types of squatted domains is key to detecting them. Consequently, we
present in the remainder of this subsection four squatting techniques that have been commonly mentioned
in the literature.

2.2.1 Typo-squatting

A typo-squatted domain uses a domain name that suffers from one or more potential typos compared
to the target domain. This category of domains is constructed with the intent that if a user accidentally
mistypes a target domain the squatted domain is reached instead. For example, to target the domain
facebook.com , a cybersquatter could registgacebook.com , which would be reached if a user
accidentally types the lettgrinstead off . This is not unlikely since these letters are next to each other

on a typical keyboard. In 2013 over 95% of the 500 most popular websites were actively targeted by
cybersquatters using typo-squatted domains [3].

2.2.2 Homograph-squatting

Homograph-squatted domains abuse the fact that certain characters or character combinations are barely
distinguishable. The intention behind this category of domains is that users will likely not notice any
difference when they access them. They are primarily distributed as clickable links through digital
communication channels such as email, because the required characters are usually dif cult to input
manually using another keyboard layout. For such domains, the cybersquatter replaces characters in
the domain by other similar looking charactezgy, “0” looks similar to “0” thus a cybersquatter could
registerg00gle.com to mimic google.com . Moreover, the introduction dhternationalized Domain

Names (IDNEenabled cybersquatters to use non-Latin characters as a replacement for similar looking Latin
characters. Such an attack is typically referred ttDié homograph attackTo protect users from IDN
homograph attacks browsers employ strict rules about the allowed scripts and individual characters when a
domain is translated to Unicode. Whenever such rules are violated, browsers only display its punycode

in their address bar. However, confusable characters within the same script are typically allowed and
attackers can also exploit other weaknesses in these rules to create convincing lookalike domains.

Ihttps://www.chromium.org/developers/design-documents/idn-in-google-chrome

2https://wiki.mozilla.org/IDN_Display_Algorithm

3A punycode of an existing domain is the Unicode formatted domain name represented with the default ASCII character subset.
For examplegoogl a.com with the Cyrillic letter “4” corresponds to the punycoat@-googl-3we.com
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2.2.3 Combo-squatting

In combo-squatting the target domain is combined with additional words or letterfatikeook-
login.com for the target domaifacebook.com . Attackers use this category of domains to mislead
potential victims because the authority validation of a speci ¢ website is a non-trivial task. According
to Kintis et al, the attackers carefully craft combo-squatting domains for selected target trademarks
to maximize their impactd]. Since some original trademarks use multiple distinct domains for dif-
ferent, related services such attacks are particularly dif cult to detect for a typical web user. &intis
al., for example, complained th&aypaluses the domaipaypal-prepaid.com to advertise its
prepaid debitcards, instead of using a subdomaingilepaid.paypal.com or a lepath such as
paypal.com/prepaid . According to them, this trains a user into believing that each domain contain-
ing a particular trademark is legitimate. Combosquatters typically use words that are related to the business
of the target domain, for examplee andcheapfor online shopping pages. Other sources of words for
combo-squatting are general internet terms ldgin, activate online, or mail. Both Kintiset al. and
Tianet al. identi ed combo-squatting as the most common cybersquatting type in large scale stiflies [

2.2.4 Top-Level Domain-squatting

A very simple squatting technique is the use of a different Top-Level Domain (TLD) that has not yet been
registered by the target trademark owner. For example, considering the wetzsitecom of the bank

Chase, which is one of the top ten largest banks globally, one could retlisigz.global , which is
currently available. Both country code TLDs (ccTLDs) lilom and generic TLDs (gTLDs) likecom

are regularly used by domain squatters. However, the large and growing number of gTLDs requires more
effort from the trademark owners to adequately protect their intellectual propgrtyILD-squatting

shares many similarities with combo-squatting: the domains mislead customers with a pretended and hard
to verify authority.

The presented overview about the available squatting techniques in this subsection is not camplete,

it presents only the most relevant techniques found in the literature. There exist more teclemgjues,
abbreviation-squatting which leverages short forms of existing domain ndr&es( bit-squatting that
simulates random bit-errors in memory to form the squatted domain riegheJitimately, the existing
techniques can be combined. For example, a perpetrator could add an additional word to the target domain
(combo-squatting), then replace a single letter with a lookalike (homograph-squatting) and nally use a
different gTLD than the target domain (TLD-squatting).

2.3 Usage

Squatted domains can be employed in a large variety of attaekshey increase the chance that a user is
fooled. Generally speaking, all squatted domains are involved in some kitratdeinark abussince the
perpetrators use the reputation and reach of a trademark to gain advantages without the explicit consent of
the trademark owner. However, researchers have identi ed ve distinct areas within this topic:
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2.3.1 Domain Parking

The primary purpose of a parked domain is to serve a page loaded with ads and no real content. The
squatted domain name is solely used to attract traf ¢ that eventually generates ad revenue [19].

2.3.2 Domain Selling

A cybersquatter registers domains similar or identical to well known trademarks to later sell them with

a pro t to the company owning the trademark. At least, these websites declare information on how to
purchase the domain name. The lines between domain parking and domain selling are blurred: most
squatted domains simultaneously leverage both practices [20].

2.3.3 Afliate Marketing

Af liate marketing is a form of advertisement in which an online retailer pays a commission to an
intermediary (e, the af liate) based on the sales or traf c that are generated through the referral. In order
to identify the correct af liate a special link with usually one or more additional query parameters is used.
Upon visiting this link, araf liate cookieis set in the user's browser that uniquely identi es the af liate.
From the retailer's perspective, af liate marketing can be abused in several e@ysybersquatters

can use squatted domains to redirect users to target domains that support af liation programs and in the
process attach an af liate identi er to the request. In the end, the cybersquatter is eligible to receive the
commission whereas from the retailer's perspective the cybersquatter did not generate any additional traf ¢
since the user already intended to visit their web shop in the rst place. There exist other methods to abuse
af liate marketing systems, however domain squatting seems to be one of the most prevalent. In a recent
study, web surfers received 84% of aflliate cookiesthrough typo-squatted domains [6].

2.3.4 Phishing

Phishing websites are used to steal user credentials by mimicking the look and feel of a target trademark'’s
trusted website. Squatted domains can increase the likelihood that a user enters some credentials, however
the number of active phishing domains within all squatted domains is rather small. That is, in a large-scale
analysis of over 600 000 squatted domains only 1 741 (0.2%) could be attributed to phishing [17].

2.3.5 E-commerce Fraud

The two typical forms of e-commerce fraud are counterfeit web shops that sell illegal replicas and fake
web shops that sell goods and services without any real intention to deliver. A squatted domain is no
necessity to commit e-commerce fraud, but they are widely used for this purpose. Such exploitative web
shops cause substantial damage to both their unaware customers buying inferior goods and the affected
trademarks for not generating any revenue. Fake web shops using squatted domains have been observed in
a large scale study without being the main focus of the work [8].
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2.4 Related Work

Domain-squatting has been a major topic in security research for many years now. Companies and the
open-source community have developed services and tools to detect and ght squatted domains. In this
section, we present recent research and tools related to cybersquatting as well as logo matching, a technique
that we employed to reduce the required manual effort when using such a tool.

2.4.1 Cybersquatting

Kintis et al. performed a large-scale study using over 468 billion DNS records from both active and passive
DNS datasets to investigate how prevalent combo-squatting is and how it is8lis&tigy found over

2.7 million combo-squatted domains targeting one of the 268 selected domain names from the top 500 in
the Alexa Ranking in the United StatéSimilarly, Agtenet al. monitored a large list of pre-generated
typo-squatted domain names that targeted any of the Alexa top 500 domains over a period of seven
months B]. They discovered that over 75% of all short, typo-squatted domain names for these popular
domains had already been registered. Baal. focused speci cally on squatted phishing domaihg]|

Using an optical character recognition technology and other textual and content-based features they could
identify 1 224 phishing web pages from over 224 million DNS records, of which they could con rm 1175

as real phishing pages during their manual analysis. Identical to these studies, our tool works on a global
scale and considers the most relevant kinds of domain-squatting including combo and typo-squatting.

2.4.2 Tools and Services

There exist several well-known and publicly accessible tools that can report squatted damsiwsstis

a widely recognized open-source tool used to detect squatted dotriainses various technigques to create
lookalike domains and then queries each of them to check whether they are in use. To detect potential
phishing pages it computes a fuzzy hash on a website's HTML content and compares it to the hash of
the target site. Another well-known tool 8quatPhishhat is built on top ofinstwistand adds limited
support for combo-squatting and improved the homograph detection capabllifiekdstly, openSquat
supports bit, homograph and typo-squatting, and uselsabenstheinvord distance measure combined

with additional logic to accurately detect thénMoreover, there exist services that can report squatted
domains. For example, Facebook offers a certi cate transparency monitoring service to warn users about
newly registered domains similar to their domains to help them combat phiSkidgancing the reported

tools and services, our tool has abilities that are currently lacking in these tools such as the support for
combo-squatting detection and visual similarity features.

“https:/iwww.alexa.com/
Shttps://github.com/elceef/dnstwist
Shttps://github.com/atenreiro/opensquat
https://developers.facebook.com/tools/ct/subscriptions/
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2.4.3 Image Matching

In prior work, image matching has been widely used to detect phishing and other types of online fraud.
For example\erilogouses the SIFT algorithni[] to nd logos in website screenshots to detect potential
phishing sites18]. Afroz et al. followed that idea and created a tool that lets its users label protected
sites prior to the analysis such that the algorithm can compare the content, especially images, of potential
phishing web pages against the content of the previously stored truste?] siteqoSENSEmployed the
Histogram of Oriented Gradients (HOG) feature descriptor to detect brand logos on web page screenshots
in a scale invariant fashion similar to the SIFT algorittsh Finally, Zhaoet al. reviewed how computer

vision methods were used in network security. In their study they present a comprehensive overview of
logo detection-based approach2§][ Another form of image matching is image hashing. This approach
assigns every image a suf ciently unique bit string that remains close if two images are visually similar.
This technique is very ef cient since the source images are not anymore required after the unique bit string
has been determined for every image that should be compared. Additionally, it requires no training data
speci ¢ to each target trademark unlike approaches based on neural networks. Consequently, it has been
used in various domain-squatting studies. For instance,éfiah applied image hashing to the screenshots

of phishing pagesl[7]. Based on the difference between the hash of the original site and the phishing site
they showed that domain-squatting employed in phishing attacks sometimes modify the original layout
drastically to escape detection. Similarly, Kingisal. used perceptual image hashing to detect phishing
pages among all squatted domains that contain any kind of login f@&mSimilar to existing work, we

use image hashing to match logos on suspicious lookalikes domains since we expect them to be a prevalent
feature on all kinds of malicious websites that try to mimic the look and feel of the original website.

2.5 Detection Strategies

Various techniques have been developed to detect lookalike domain names corresponding to the presented
squatting techniques. Therefore, we discuss in the remainder of this subsection three common detection
strategies and the relevant tools.

2.5.1 Generative Techniques

Generative detection techniques detect lookalikes domains by comparing a domain to a set of pre-generated
candidates that were created using rules on how to produce potential squatted domain names given a
target domain. For example, the generation of homograph-squatted domains requires at least one character
to be replaced by a different but confusable character. More generally, by analyzing existing squatted
domains one can formulate generative models that, given a target domain, are able to create a nite list of
potentially squatted domain names. With such lists, deciding whether a domain is a lookalike of a target
domain is a rather simple task: if a lookalike is present in one of the generated lists it is considered a
squatted domain name. Researchers have already extracted numerous generative models. In particular,
Wanget al. identi ed ve different models,e.qg, like character-replacement and character-insertion, which
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Target trademark Partially matching domain name
Nike median-klinike.de

Amazon amazaoss.eu

Apple ‘applguicedesign.com

lkea mikedodge.com

EA (video game company) beyondneam, buildabeacom

Table 2.1: Trademarks un t for partial string matching techniques and samples of problematic matches.

they support in their typo-neighborhood generator tool to create a list of typo-squatted dob®hins [
Furthermore, Tiaret al. found and implemented generative models for homograph-, typo-, bits-, and
TLD-squatting inSquatPhishan open-source tool to identify squatted domaitig.[Their tool is based

on dnstwist a popular and actively maintained open-source Python library and command line tool for
domain name permutatichwhile these approaches indeed support a large variety of squatting techniques,
a generative model is insuf cient for combo-squatting, because there usually exists no reasonable, nite list
of combo-squatted domain names for a given target domain, due to the large number of words that could
be combined with the target domain. As a workaro@egiatPhishfor example, considers all domains

that contain the target domain and a hyphen as combo-squatted domains. Unfortunately, this approach still
misses combo-squatted domains that use different or no characters at all for the word separation.

2.5.2 Distance-based Techniques

String edit distance®.g, Damerau—Levenshtetan be used to identify squatted domains. They compute

the number of edit actions required to transform an existing word into the desirediveqrithe smaller

the edit distance the few changes are required for the transformation of the word. Domains are usually
considered lookalikes when they have an edit distance below two. Edit distances can detect typo-squatted
domains as shown by Moogg al. who developed a new edit distance metric cafbd nger distance]13].

This metric takes into account that adjacent letters are more likely to be typed accidentally than other
letters further away. As a result, the string edit distance is a p&bofjle Chroms heuristics to warn

its users about potential lookalike domatfisdowever, a major downside of string edit distances is their
incompatibility with combo-squatting.e., an additional word drastically increases the distance and renders
their use unsuitable.

2.5.3 String Matching Techniques

Another technique used to detect combo-squatted domains is partial string matching. According to this
technique, a domain name is considered a lookalike if it contains (sub-)strings of the target trademark.
Whereas this process usually works well for long and distinct trademarks it may reports lookalikes that most

8https://github.com/SquatPhish/1- Squatting-Domain-Identification

Shttps://github.com/elceef/dnstwist

10https://chromium.googlesource.com/chromium/src/+/refs/heads/main/docs/security/
lookalikes/lookalike-domains.md
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users would consider unrelated to the target trademark for shorter trademarks, or trademarks composed
of words commonly present in dictionariesg, “is”, “apple”, etc. To illustrate the problem, Table 2.1
presents some examples of problematic trademarks and the erroneously reported lookalikes. In order
to mitigate this problem, researchers have tried to exclude trademarks that are exceptionally short or
composed of common English words [8].

2.6 Veri cation

After a lookalike domain has been identi ed the trademark owner may want to know whether it is registered
or used in bad faith to avoid initiating futile measures that are time demanding and expensive against
a legitimate domain. Whereas the af liation of certain reported domain names is clear by just reading
them,e.g, applejuice.com it can be very dif cult for others without looking at their contesetg,
applebank.com that could possibly relate #&pple Pay In the remainder of this subsection we brie y
cover conventional measures to identify fraudulent websites.

2.6.1 Text Similarity

It is very common for squatted domains to reuse large portions of the target trademark’s website,

the text and the HTML markup to delude potential victims. Several approaches use this fact to detect
fraudulent websites. For example, the free wastwist! generates a fuzzy hash vatéef the website's

HTML code and compares it with the one from the original domain. A high similarity of both values
indicates that the content of the lookalike domain is very similar and most likely a phishing page. Instead
of text hashing, Tiaret al. extracted text features from both the HTML code and a screenshot of the
website usin@ptical Character Recognition (OCRgchnology 17]. Based on these features they trained

a random forest classi er to label about 600 000 squatted domains for 702 different brands with which
they could con rm about 1 175 (67%) of the reported phishing pages in their manual evaluation.

2.6.2 Logo Similarity

Logos are key to a brand's online identifye., most websites use the corporate logo to reveal their

af liation. In consequence, impersonating websites usually abuse the logo of the targeted trademark.
Although the detection of logos was successful in identifying phishing pdges 18], to the best of

our knowledge, it has not been used in research to verify squatted domains. In practice, the adapted
algorithms from the eld of computer vision faced three major challenges: i) the accurate detection of a
logo among other content in a screenshot or the embedded images of a website, ii) the identi cation of the
targeted trademark and the speci c logo that has been mimicked, and nally, iii) the similarity rating of
both logos and the nal decision about their authenticity. Several approaches have been proposed. For
example Verilogoscans a websitel B] in stripes of a prede ned pixel height. The content of each stripe is

Unttps:/igithub.com/elceef/dnstwist
L2https://github.com/DinoTools/python-ssdeep
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matched against a prede ned list of logos using the SIFT algoriththyhich leverages features resistant
to image distortions. Furthermore, there exist commercial brand monitoring and protection services based
on computer visione.g, provided byVisua Labs®

2.6.3 Behavior and Style Similarity

Researchers found that lookalike domains often share resources beyond logos with the target domain that
let them look and feel genuine. Such studies commonly leveraged a combination of manual and automated
procedures to identify lookalike domains with similar behavior and style but malicious intergigns,
performing af liate abuse or phishin@g]. The researchers proposed a perceptual hashing function to
cluster visually similar login websites to reduce the required manual effort for the subsequent analysis
tasks. In general, existing approaches to detect lookalike domains are very similar to those used for
phishing detectioni,e., the major difference is their additional logic to distinguish specialized scenarios
like af liate abuse. Unfortunately, comprehensive tool support to investigate lookalike websites at large is
still largely missing.

2.7 Domain Lists

Domain lists that resemble a snapshot of the current domain name registrations along with additional
metadatag.g, the used name servers are essential to ef ciently nd squatted domains. They are a
crucial component for all non-generative detection approaches as they represent the dataset in which
squatted domains can be identi ed using various matching techniques. Such domain lists can be obtained
from free providerse.g, the Active DNS projedt which holds records for the most common TLDs
.com, .name, .net ,.org , and.biz [9]. Another free source of registered domain names are the
certi cate transparency log®. These logs contain the history of used TLS certi cates and are essential for
HTTPS-protected websites, because web browsers recently started to demand for certi cates that have
been published in such logs in order to be accepted. As a result, one can monitor these logs to collect
all domain names used in newly issued certi cates. In addition, there exist a plethora of commercial
providers that sell more comprehensive domain lists that are regularly updaie@oneFiles.icand
WholsDataCenter.com

Bhttps://visua.com/the-benefits-of-visual-ai-in-brand- protection/
L4https://www.activednsproject.org/about.html
Bhttps:/idatatracker.ietf.org/doc/html/rfc6962



Implementation

To verify if a particular lookalike domain is used in a malicious habit one must manually search for
common threats associated with domain-squatting which is a time demanding process. Therefore, we
implemented a tool that can accurately detect squatted domains autonomously at large using logo matching.
In this section, we begin with the discussion of our objectives, before we explain the tool's detection
process and its architecture in more detail.

3.1 Objectives

Combo-squattingTo improve upon existing solutions the implemented tool should detanbo-squatted
domains. Those are often ignored since they introduce numerous false positives. However, they are the
most common type of domain-squatting.

False positivesWebsites that could cause false positives should be removed early in the process before
logo matching is applied. For example, sites that perfafitate abuseor parked domainsisually do not
use any trademark logo in their content and can be safely excluded from further analyses. To detect such
sites, indicators like unusual query parameters, or the lack of content except ads should be used.

PerformancePerformance is another major concern. To support large domain lists and to maintain a low
cost for the analysis of each suspicious squatted domain the tool should work ef ciently, and it should be

12
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easy to scale up.

Ease of useln general, the tool should require only a few user inputs and be easy to use. The tool
will require a list of registered domain names, which can easily be acquired from the internet. The logo
matching is implemented using an image hashing algorithm that only requires a few sample logo images
per target trademark.

Report. At the end of the execution the user should receive a short and simple report that should be
manually veri ed to identify the relevant threats for the target trademark. The ability to manually verify
the results is important since we do not expect that our tool will convincingly work out of the box for every
scenario due to the different requirements of business categories. We will not implement any technique
to exclude harmless lookalikes using logegy, other pages from the same company since the decision
whether a use is legitimate is very challenging.

3.2 Detection Process

Figure 3.1 provides a high-level overview about the work ow of our tool used for accurately detecting the
squatted domains. In the gure, inputs required by the user for each execution are presented with a yellow
background, and the labels that we assigned are presented with a blue background. We closely follow the
presented ow chart in this subsection. Before starting the process, the user has to provide three major
inputs:

 Alist of registered domaind)omain List)
e The domain name of the target trademaut, the target domainTarget Domain)
A set of representative logos for the target trademadg6 Imageg

The list of registered domains is split into smaller chunks to leverage concurrent executions to reduce the
overall analysis time.

3.2.1 Detection of Lookalike Domains

To achieve a high performance, the number of domains that require a detailed analysis must be reduced as
much as possible without sacri cing the accuracy of the results. We achieved that by excluding “suf ciently
different” domain names early in the process that we consider irrelevant. To determine “suf ciently similar”
domain names we leveraged existing librarig, thednstwistlibrary that supports a variety of different
squatting techniques including typo and homograph-squatting. Given a target domain it can automatically
generate large lists of potentially squatted domain names. We consider a domain to be a lookalike if a
domain name generated by dnstwist without the TLD exactly matches any of the subdomains present in the
registered domains list. We never match any TLDs to ensure that Top-Level Domain-squatting is correctly
detected, which is unsupported by dnstwist. Moreover, dnstwist lacks support for combo-squatting that
we had to implement ourselves using partial string matching techniques. At rst, we dissect the provided
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Figure 3.1: The work ow used for the detection of squatted domains followed by our tool
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target domain into the TLD component and a list of subdomairgs,en.wikipedia.org consists of

the two subdomainen andwikipedia  of which the latter is also a second-level domain, as well as the
TLD org . Using the collected second-level domain, we would then match the target domain against all
other subdomains in the registered domain list. We consider a domain to be a lookalike if the second-level
domain of the target domain is included in any of the subdomains in the registered domains list. If we
continue our example and assume that our target domain wouwlikbde the tool would match the
second-level domaiwiki against botlen andwikipedia . Sincewiki is part ofwikipedia  the

tool would consideen.wikipedia.org a lookalike ofwiki.de . By applying this algorithm on all
registered domains in our data source we receive a list of lookalike domains that require further veri cation
and may contain squatted domains. We consider the domains that are not in thislédsant

3.2.2 Exclusion of Inaccessible Websites

Next, we remove inaccessible websites from our list of interesting lookalikes. For that purpose, our
tool uses a remote controlled headless browser that tries to visit each collected lookalike domain and if
successful, it collects a screenshot after a short delay to let the rendering process nish, and after that the
entire text content in the HTML code. Modern websites heavily use JavaScript code to dynamically add
content and thus using a full- edged browser is a necessity, because otherwise we would risk to obtain
incomplete data since the payload contained in the initial HTTP response is insuf cient for rendering such
views. At the same time, this process evades some mechanisms used by websites to block undesired clients
due to the authentic browser information that is attached to the requests which mimic the browser of a
regular user. However, there exist still methods to detect the use of an automated beayyseith a
JavaScript API. The automated browser follows all redirects before extracting any data. We assigned the
Inaccessibldabel to registered domains whose websites were inaccessible, before we removed them from
our list of interesting lookalike domains.

3.2.3 Detection of Af liate Abuse

From the remaining lookalike domains, we rst tried to identify domains related to af liate abuse, because
many of them can be identi ed based on the distinct query keys and values used in such URLs. Therefore,
we compiled a list of such unique keys and values by manually analyzing a few dozen different af liate
domains. We found that the query kiag= and the three query valuesff , =affiliate , and
=affilinet are commonly used in af liate URLs. We label a domaifiliate Abuseand remove it

from our list of interesting lookalike domains if any of the identi ed keys or values is present in the nal
URL, i.e., after we followed potential redirects.
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3.2.4 Detection of Domain Parking

A second common threat is domain parking. Most parked domains seem to be hosted by a small set of
domain parking services likBedd or GoDaddy? Figure 3.2 shows some typical examples of parked
domains. While looking at these parked domains one can see a common element which contains links to
websites with a similar name. To create these links, most of these parked domains use the same JavaScript
code provided by GoogfeThus we can identify such parked domains by searching for the existence of a
HTML script tag for this particular JavaScript le. However, not all parking services use it. To be more
generic, our tool uses a blacklist of CSS selectors that describe HTML elements that are typically present
on the parking sites from parking services. We label a doriRarked Domairand remove it from our list

of interesting lookalike domains if it contains any element from our blacklist.

3.2.5 Detection of Logo

After the previous steps, the set of lookalike domains that require further investigations still contains a
large number of harmless or unrelated websites. Therefore, we used logo matching as a measure to better
separate squatted domains from harmless lookalikes. We label a dtaaihing Logoif any of the

images present on the web page matches one of the provided target trademark's logos. Since the logo
matching process is rather complex, we discuss it in more detail in the following subsections.

3.2.5.1 Logo Extraction

To perform any image matching the tool must rst identify and extract the potential logos from a lookalike
domain. Accordingly, our automated browser extracts all relevant images from each visited site. Images
can be embedded into a page in various ways using different styles. Our tool considers the follow-
ing elements: ijmage tags, ii)svg tags, iii) elements with dackground-image  CSS attribute,

and nally, iv) a website's favicon that is usually de ned inliak[rel="shortcut icon"] or
link[rel="icon"] element in the HTMLhead . If none is found, the tool will try to fetch the icon

from the default locatiorffavicon.ico

If one of those elements is found the tool downloads the image from the relevant URL that is usually
de ned by thesrc property. If the element is of typgvg the tool transforms the svg source text to a
.png image le using theCairoSVG * library. Since this conversion can fail we also take a screenshot of
the SVG element on the rendered page in the automated browser.

Images smaller than sixteen square pixels are excluded, but every other image will be used for the logo
matching. Therefore, we had to ensure that all pre-processing steps and the matching itself correctly
support the various image formaésg, jpeg , andpng, that can be present on a website.

Ihttps://sedo.com/us/

2https://godaddy.com/
Shttps://www.google.com/adsense/domains/caf.js
4https://github.com/Kozea/CairoSVG



CHAPTER 3.

IMPLEMENTATION

(a) Example of a parked lookalike domaligitalchanel.com abusing theChanel
trademark

(b) Example of a parked lookalike domdiwveadidas.com abusing theAdidas
trademark

(c) Example of a parked lookalike domalermesshop.eu  abusing theHermes
trademark

Figure 3.2: Website screenshots of parked domains
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A major problem for the subsequent image hashing was transparendfe alpha channel of an ARGB
image. To mitigate this problem, we replace all pixels that have transparency with pixels of a single
prede ned color that ensures a high contrast compared to the remaining pixels, before we remove the
entire alpha channel.

3.2.5.2 Image Hashing

To match the extracted images against the user provided logos of the target tradee@dpaual image
hashing algorithms used. Image hashing algorithms take an image as an input and return a short bit string,
usually called hash. The algorithm constructs the hash so that two similar images have similar hashes.

Our tool uses the perceptual image hashing algoriphiassh provided by thdmageHash ® Python

library. Given an input image it generates a 64 bit hash when used with the default settings. As a similarity
metric theHamming Distancés used, which simply counts the number of different bits with respect to the
position within the hashes.

Thephash algorithm works as follows:

1. Reduction of size and color: the image size is reduced to 32x32 pixels and the image is converted to
grayscale.

2. Application of Discrete Cosine Transformation (DCT): a two dimensional DCT is applied resulting
in 32x32 coef cients.

3. Removal of high frequencies: 32x32 coef cients are reduced to 8x8 by taking the coef cients for
the lowest 64 frequencies.

4. Computation of the median: the algorithm then computes the median coef cient from the previously
selected low frequency coef cients.

5. Binarization: each coef cient above the median is mapped to 1, the others to 0. The resultis a
coef cient matrix of 8x8 bits.

6. Hash creation: the 8x8 bits are reordered to form a 64 bit hash value. The exact order of these bits in
the hash value is irrelevant as long as we use the same hash transformation strategy for each image.

phash is robust to small changes and compression. We therefore expect that the algorithm should
recognize copies from an original logo stored in other image le formats even when they use different
compression techniques. Additionally, we apply a few normalization steps to each input image to ensure
that simple and common logo image manipulations will not result in a false positive. We elaborate on these
normalization steps in the following subsection. To accelerate the image comparison, we pre-compute
the image hash for each trademark logo that the user provides. Every image that is found on a lookalike
domain will be normalized before ifthash is computed by the tool. If the Hamming distance between

Shitps://pypi.org/project/imageHash/
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the resulting hash and any pre-computed trademark logo hash is below a prede ned threshold the tool will
label the domain aBlatching Imageand store the match.

3.2.5.3 Normalization

We apply a few normalization steps to each image before the matching process to increase the degree of
image manipulations our logo matching approach supports. The normalization ensures that backgrounds
and color inversions do not interfere with the image matching. We planned, initially, to apply the image
hashing directly without any prior normalization. However, during a test run foNt#téx andPuma
trademarks the algorithm only matched few images. Upon closer inspection, we identi ed a few common
image manipulation technigues that prevented a correct matching. The most common problem was the
size and aspect ratio of the image. The squatters converted the original logos, which can often be found
as vector graphics in thevg format to.png and.jpeg pictures with an arbitrary size and aspect

ratio, and they lled the background with whatever matched the color of their pageysually solid

black or white. The size and image format change caused no issue, because the algorithm converts and
downsizes the image in the process, but the changed aspect ratio resulted in a substantially different hash
value since the image after the transformation to 32x32 pixels is very different. We further found that the
used color palette of the logos was frequently changed, but this change usually caused no issues since the
hash is computed on a grayscale image. However, there is one exception: color inversion. In a typical
case the logo is black and on a white background. If the squatted site now uses a darki.@e$tack
background, the squatters invert the logo colors from black to white, and from white to black. This change
alters the color distribution and thus the resulting hash value.

To xthese two major issues, we apply the normalization steps shown in Figure 3.3 before we compute the
phash . The blue border around the images in the gure was added to highlight the image boundaries. A
Ox pre x was added to the 64 bit image hashes, because they are written using the hexadecimal notation.
The reported hashes illustrate how image manipulations affect their similarity. In the following, we explain
the three normalization steps in more detail:

1. Binarization: We convert the image to black and white only. For this process, we calculate an
average grayscale color., the threshold using the method from Ot&§][ All pixels above the
threshold will be white, the others black.

2. Cropping: We apply an image convolution using a discrete Laplacian kernel. Afterwards, we crop
the image to the smallest rectangle that still includes all edgesall pixels where the result of the
convolution is not zero.

3. Inversion: Since the image is binarized we can simply invert the colors by replacing all black with
white pixels and vice-versa. Finally, we can computehash on both the original and the
inverted image.

The binarization and the cropping work best on arbitrary complex logos on a background with one color or
a high contrast, which is usually the case.
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Figure 3.3: Image normalization and matching process
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