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= Familiarization with state-of-the-art
= |mplementation of detectors
Evaluation




ce of Android Sec

7% of the smartphone market [1]

ore than three million apps [2]



d Security Smells

Symptoms (n the code
that indicate the prospect of
2curtty and privacy vulnerabilitie
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yosed Persistent Data
tng MODE_WORLD_READABLE/WRITEABLE

Jynamic Code Loading




Bachelors Thesis

T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APIs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APIs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APTs any longer!
T will NOT use insecure and outdated APIs any longer!
T will NOT use insecure and outdated APTs any longer!




sation of an easy to use IDE tool

Detection of a security smells subset

valuation on a set of Android projects




ting tools evaluation

Android Lint
= Findbugs Security
= Amandroid

lection and extension of a tool

ated analysis on a larger set o



File Edit View MNavigate Code Analyze Refactor Build Run Tools VC5 Window Help

3 InsecureBankv2_studio  Cgapp * [0 src » [ main » [ java ) £ com  [£] android » 5] insecurebankv2 '@' DeTransfer li‘i b ﬁi &
B Project v| D = | -1 flass x | © ChangePassword.java * © CryptoClass.java % © LoginActivity.java * | (=] DoTransferjava ¥ | ~=&

© [2 InsecureBankv?2_studio (- Code Sndroid-lnsecs try {
b [ idea jsonObject = new J30NCkject (result);
v EEapp accl = jzonObject.getString("from")
acc?2 = jsonlbject.get3tring("to");
v Bsic System.out.println({"Message:" + jsonlbject.get3tring("message") + " From:" + fr\omn!j
final String status = new String("\nMessage:" + "Success" + " From:" + from.getTex _
¥ [ main tey I
[ assets /4 Captures the successful transaction status for Transaction Ristory trackim
v Djava ; String MYFILE = Environment.getExternalStoragelirectory() + "/Statements " + w
. BufferedWriter out? = new BufferedWriter (new FileWriter (MYFILE, true)):
out?.write (atatus);

mMmt? . rlnaell:

13pUBLIWE]) i

» [ build

l:: I Structure

s1aloud uanels 5

7 [E1 com.androidinsecurebanky?

@:} ‘a ChangePassword

FindBugs-IDEA FindBugs Analysis Results

EI[ 0] @

v ai InsecureBankv? (found 14 bug items in 59 classes) morg
v L‘JSecurity (14 itemns)

p 3 Static IV (2 items)

[ Cipher is susceptible to padding cracle attack (2 it

£
=
e}

External File Access (Android)

The application write data to external storage (potentially SD card). There are

. . . . . multiple security implication to this action. First, file store on SD card will be

» O B e accessible to the application having the READ EXTERNAL STCORAGE permission.

v [0 Bternal F'Ie‘sccess bt .(4 'ter@ Also, ifthe data persisted contains confidential information about the user,
w [ External File Access (Android) (4 items) encryption would be needed.

@ Files could be saved to external storage. | Code at risk:

(€ Files could be saved to external storage. file file = new File (getExter

'@' Files could be saved to external storage. fos = new FileQutputStream(£i

(E) Files could be saved to external storage. fos.write (confidentialData.getBytes());
[ WebView with JavaScript Enabled (Android) (1 ite fos.flushi);

[ Potential Path Traversal (File Write) (2 items) Better alternative:
F1 Broadcast {Android) (1 itern) fos = openFilefutput (filename, Context.MODE FRIVATE):;

fos.write (atring.getBytes() )

This gives a longer description of the detected bug pattern
— W

W Build Variants

X H IS LERES

ROl O Rk
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ﬂ' 2: Favarites
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ndroid Lint

tic source code analysis tool for And
ntegrated in Android Studio

Provides a lot of built in security checks

= 14 different security smells checks built-in
= [Especially manifest smells are well covered



int: In Action

29 public static KeyPair generateKeyPair() throws NoSuchAlgorithmException, NoSuchProviderException {
30 = KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance("RSA");

31 ¥ keyPairGenerator.initialize(1024);|

gg - RSA should be initialized with a key size of atleast 2048 bits [InsufficientRSAKeySize] more... (Ctrl+F1)

34 }

35

e highlighting




Lint; Extension

ation of a new detector class

L or JavaDetector

egistration in a registry class

repackaging and copying to Lint fol



Lint: Example
Hash Function Detector

mell: Weak Crypto Algorithm

Inds usages of MD5 hash function

5 (s vulnerable to collision attack



int: Example
ash Function Detector

public void visitMethod(@NonNull JavaContext context, @Nullable AstVisitor visitor,
@NonNull MethodInvocation methodInvocation) {
JavaParser.ResolvedNode resolved = context.resolve(methodInvocation);
if (!(resolved instanceof JavaParser.ResolvedMethod)) {
return;
}

JavaParser.ResolvedMethod method = (JavaParser.ResolvedMethod) resolved;

if (!method.getContainingClass().isSubclassOf(MESSAGE DIGEST, strict: false)) {
return;

}

. B
@Override

public List<String> getApplicableMethodNames() { return Collections.singletonList("getInstance"); }

avaScanner looking for
eDigest.getinstance("MD5




int: Example

ash Function Detector

private static void checkRequestedHashFunction(@NonNull JavaContext context,
@NonNull MethodInvocation call, @onNull Node r
if (WEAK_HASH_FUNCTIONS.contains(value)) {
String message = ""+value+" is considered a weak hash function and should
context.report(ISSUE, call, context.getLocation(node), message);

S a report




int: Example

ash Function Detector

java.security.MessageDigest md5Digest = null;

try {
mdSDlgest = ]ava securlty MessageDlgest getInstance("MD5");

} catc

e.
}

:1 MD5 is conSIdered a weak hash function and should not be used in a security critical context

Ible in Android Studio
d in the HTML report




d Lint: Evaluation

cution on a subset of Android open-
ojects

anual execution

t & Scalable!




estigation of the relation between se
ells and required detectors

mplementation of more detectors

ansion of the Android app test set
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d Lint: Issues

y plain static analysis

no taint analysts
= no dynamic analysis

Android Lint API is unstab

rojects must be compilec

S

ome detectors require class files)

utes on source code, thus we need

n-source projects
compltled byte-code
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16

14
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10

Instances

InsufficientRSAKeySize WeakHashFunction Hardwarelds TrustAlIX509TrustManager

Issue
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