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1. Project Motivation
What Is It About?

Problem
• Millions of android apps
• Hundreds of Analyses tools 
• Large scale taxonomies 

classifying them 
• Lack of comparison in 

practice

Project Idea
• Run selected tools on 

common dataset
• Evaluate the results and 

compare them 
• Draw conclusions why they 

might be different



2. Tool Selection Process
Literature: Reviewing Types Of Vulnerabilities 



2. Tool Selection Process 
Literature: Reviewing Benchmarking Process



2. Tool Selection Process 
Literature: Reviewing Ground Concepts



2. Tool Selection Process 
Literature: Reviewing Different Tools



2. Tool Selection Process 
Literature: Reviewing Robustness Of Tools



2. Tool Selection Process 
Literature: Major Contribution 



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process
Focus On Vulnerability Detection



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
- Not Found 



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
- No Tools



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
- Not Reachable Researcher



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
- Access Refused



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
- Unresponsive Researcher



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
+ Responsive Researcher



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
Focus On Information Disclosure



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
And The Winners Are…



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
… But, Remove Tools That Cannot Be Setup 



ADDICTED, Amandroid, ApkCombiner, App-Ray, AppAudit, AppCaulk,
AppCracker, AppFence, AppGuard, AppProfiler, AppSealer, Aquifer, ASM,
AuthDroid, Bagheri, Bartel, Bartsch, Bifocals, Buhov, Buzzer, CMA,
CoChecker, ComDroid, ConDroid, ContentScope, Cooley, COPES, COVERT,
CredMiner, CRePE, CryptoLint, Desnos, DexDiff, DroidAlarm, DroidChecker,
DroidCIA, DroidGuard, DroidRay, Droidsearch, Enck, Epicc, FineDroid,
Flowdroid, Gallo, Geneiatakis, Grab’nRun, Harehunter, HornDroid, IccTA,
IPCInspection, IVDroid, Juxtapp, Kantola, KLD, Lintent, Lu, MalloDroid,
Matsumoto, Mutchler, NoFrak, NoInjection, Onwuzurike, PaddyFrog,
PatchDroid, PCLeaks, PermCheckTool, PermissionFlow, Poeplau, Pscout,
QUIRE, Ren, SADroid, SCanDroid, Scoria, SecUP, SEFA, Smith, SMV-
HUNTER, STAMBA, Stowaway, SUPOR, TongxinLi, Vecchiato, VetDroid,
WeChecker, Woodpecker, Zuo

2. Tool Selection Process 
… And Those That Cannot Be Analysed 



3. Selected Tools In A Nutshell
In A Nutshell – Pretty Much The Same

COVERT Flowdroid IccTA IC3 (Epicc) Horndroid
Type: Static & Formal Static Static Static Static & Formal

Artefact: Manifest Manifest
Code (native)

Manifest
Layout

Manifest Code (reflective)

Data Structure: Call Graph
CFG
ICFG

Call Graph
CFG
ICFG

Call Graph
CFG
ICFG

Call Graph
CFG
ICFG

N/A

Code
Representation

Jimple Jimple Jimple Jimple N/A

Sensitivity Flow
Context

Flow
Context

Flow
Context

Flow
Context

N/A

[1] A. Sadeghi, H. Bagheri, J. Garcia, and S. Malek. “A Taxonomy and qualitative Comparison of Program Analysis Techniques for Security Assessment of Android Software” 



3. Selected Tools In A Nutshell 
Results Hard To Find, To Read And To Understand…

COVERT
.xml file



Flowdroid
Console output

3. Selected Tools In A Nutshell 
Results Hard To Find, To Read And To Understand…



Horndroid
.log file

3. Selected Tools In A Nutshell 
Results Hard To Find, To Read And To Understand…



Sources Sinks
Sensitive Data:

e.g. UID

Leak
getDeviceId( ) sendTextMessage(uid)

Is it only a question of who has the best sources and sinks list?

3. Selected Tools In A Nutshell 
It’s All About Sources And Sinks



Component: android.util.Log
Class: org.cert.sendsms.Button1Listener
Method: void onClick(android.view.View)
Line: 25
Detected by: flowdroid, iccta

Problem: Only class and method are reported by all tools

3. Selected Tools In A Nutshell 
Own Implementation Runs Tools And Parses Output



• SendsSMS.apk with known inter-app communication 

vulnerabilities 
• Gets the UID and sends it over SMS and writes it to log file

4. Case Study: SendSMS App
Run tools on app with known vulnerabilities



onClick(View arg0)
23 String uid = tManager.getDeviceId(); // SOURCE
25 Log.i("SendSMS: ", "DeviceId "+uid); // SINK
26 this.act.startActivityForResult(i, 0); // SINK

Component: MainActivity
sendSMSMessage(String message)
52 smsManager.sendTextMessage("1234567890", message); //SINK

Component: Button1Listener

4. Case Study: SendSMS App 
App Leaks The UID Over SMS And To The Log File



True Positives False Positives
Log.i(uid) startActivity(Intent) sendSMS(uid) Log.v(String) Log.i(String) Log.i(String)

Flowdroid  

IccTA

HornDroid

COVERT

IC3

4. Case Study: SendSMS App 
Especially HornDroid Seems To “Over-Report”



True Positives False Positives
Log.i(uid) startActivity(Intent) sendSMS(uid) Log.v(String) Log.i(String) Log.i(String)

Flowdroid  

IccTA

HornDroid

COVERT

IC3

4. Case Study: SendSMS App 
Flowdroid Might Be Biased

Attention: 
Might be biased! Same
creators as DroidBench.
Claim to have 86%
precision.



True Positives False Positives
Log.i(uid) startActivity(Intent) sendSMS(uid) Log.v(String) Log.i(String) Log.i(String)

Flowdroid  

IccTA

HornDroid

COVERT

IC3

onActivityResult(int, int, Intent)
37 sendSMSMessage(data.getExtras().getString("secret"));

sendSMSMessage(String message)
52 smsManager.sendTextMessage("1234567890", null, message, null, null); //SINK

Report: 

Instead of: 

4. Case Study: SendSMS App 
Vulnerability Detected, But Not As Precise As Others



True Positives False Positives
Log.i(uid) startActivity(Intent) sendSMS(uid) Log.v(String) Log.i(String) Log.i(String)

Flowdroid  

IccTA

HornDroid

COVERT

IC3

onActivityResult(int, int, Intent)
36 Log.v("In SendSMS: ", "Data 

received");
…
40 Log.i("In SendSMS: ", "Data 

received");
…
44 Log.i("In SendSMS: ", "No data 

received”);

Report: 

4. Case Study: SendSMS App 
HornDroid Is The Only Tool Reporting False Positives



• FlowDroid and IccTA found all leaks without false alarm

• HornDroid found most leaks, but reports many false positives

• COVERT and IC3 only found part of the leaks

4. Case Study: SendSMS App 
There Are Differences In What The Tools Report

Problem: Analysis for false positives not scalable!



5. Benchmarking Concept  
How To Include Both Worlds

Small scale 
qualitative

• DroidBench dataset 
(~30 apps)

• Manually check for 
false positives and 
false negatives

Large scale 
quantitative

• F-Droid dataset (~2.6k 
apps)

• Automatically analyse 
number of detections 
and matchings



6. Lessons Learned So Far
It’s Tricky!

Hundreds of tools, but only few are actually 
available and can be setup

Tools are not user-friendly and results poorly 
documented

All of them claim to be the best 
– we’ll see about that …



• Fine tune automatic analysis (refactoring) 

• Check DroidBench dataset

• Run automatic analysis on F-droid dataset

• Evaluation of results (quantitative) 

• Draw conclusions

7. Outlook 
What’s Next?


