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When a Developer Uses a Crypto API

KeyGenerator keyGen = KeyGenerator.getInstance("AES");

keyGen.init(128);

SecretKey key = keyGen.generateKey();

Cipher cipher = Cipher.getInstance("AES");
cipher.init(Cipher. ENCRYP DE, key, iv);

cipher.doFinal(data);

@’ getinstance(String transformation) : Cipher - Cipher
@ getinstance(String transformation, Provider provider) : Cipher - Cipher
@ getinstance(String transformation, String provider) : Cipher - Cipher

Uses Electronic
Codebook (ECB)
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The Average Developer is no Crypto Expert

of Android apps contain
at least one misuse Popular vendors misuse

TLS libraries

88%

of crypto-related vulnerabilites
result from APl misuse

83%
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What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

FIG. 3

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

FIG. 3

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

FIG. 3

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

OOo

ﬁ‘ L. «—s (@) CogniCrypt .

JAR

FIG. 3

HEINZ NIXDORF INSTITUT m

CROSSING



What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

OOo

ﬁ‘ L. «—s (@) CogniCrypt .

JAR

FIG. 3

HEINZ NIXDORF INSTITUT m

CROSSING



CogniCrypt supports Developers as an Eclipse Plugin

(@CogniCrypt -— @D
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CogniCrypt supports Developers as an Eclipse Plugin

o o
@ eclipse — @D.
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CogniCrypt‘'s Components

CogniCrypteey CogniCryptgasy

£ Cryptography Task Configurator

Select Task

public static void example(SecureRandom iv, byte[] data),
Which cryptography task would you like to perform?

KeyGenerator keyGen = KeyGenerator.getInstance("AES]

keyGen.init(128);
SecretKey key = keyGen.generateKey();
a Cipher cipher = Cipher.getInstance("AES");
Select aJava Project :  Fimenm
EElecta ks | Encrypt Data Using & Secret Key
Task Description:

This cryptographic task generates code that uses sym
encryption to encrypt the data. The data is encrypted rel

quickly and securely, You can also protect enormous da

cipher.init(Cipher.ENCRYPT_MODE, key, iv);
help of this task

cipher.doFinal(data);

}

21 Problems B @ Javadoc

Use the guided mede for configuring the task

@ < Back

Declaration Search @] Error Log
26 errors, 16 warnings, 0 others

Description
¥ @ Errors (26 items)
 "AES" should be any of AES/{CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES" should be any of AES/[CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES/ECB/PKCS5Padding” has value "AES/ECB/PKCSEPadding” but should be any of

© "AES/ECB/PKCS5Padding" should be any of AES/CBC, GCM, PCBC, CTR, CTS, CFB,
© Second parameter must not be “changeit* (see definition in method

© CRC 1119 CROSSING, TU Darmstadt/Heinz Nixdorf Institut
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CogniCryptsey— Code Generation For Crypto APIs

CogniCryptgen

£ Cryptography Task Configurator

Select Task

Which cryptography task would you like to perform?

Select a Java Praject e —
EElecta ks Encrypt Data Using a Secret Key
Task Description:

This cryptographic task generates code that uses sym
encryption to encrypt the data. The data is encrypted rel

quickly and securely, You can also protect enormous da
help of this task.

Use the guided mode for configuring the task

@

< Back

Finish Cancel
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CogniCryptsey— Code Generation For Crypto APIs

\b
&
CogniCryptgen

£ Cryptography Task Configurator

Select Task
Which cryptography task would you like to perform?

&
&
S
S
S
N
@)

Select a Java Project : A e

Select a Task:

Task Description :
aaaaa

[CogniCrypt: Supporting Developers in using Cryptography. Stefan Kriiger, Sarah Nadi,
Michael Reif, Karim Ali, Eric Bodden, Mira Mezini, ... . ASE Tool Track 2017.]
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CogniCryptsey— Code Generation For Crypto APIs

YW - |
Clafer -

Task Descriptions Algorithm Model Code Template

[CogniCrypt: Supporting Developers in using Cryptography. Stefan Kriiger, Sarah Nadi,
Michael Reif, Karim Ali, Eric Bodden, Mira Mezini, ... . ASE Tool Track 2017.]
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ut... | have to Change My Code!

CogniCryptgen

© Cryptography Task Configurator

Select Task
Which cryptography task would you like to perform?

Select a Java Project : | FileEncryptor

Select Task :
[J Advanced Mode

Encrypt Data Using a Secret Key

Encode Password for Secure Storage
Establish a Secure Network Connection
Securely Archive Files

Secure Multi-Party Computation
CertainTrust

() <Back Next > Finish Cancel

CogniCryptgasy

g public static void example(SecureRandom iv, byte[] data),
KeyGenerator keyGen = KeyGenerator.getInstance("AES]
keyGen.init(128);

SecretKey key = keyGen.generateKey();

a Cipher cipher = Cipher.getInstance("AES");

cipher.init(Cipher.ENCRYPT_MODE, key, iv);
cipher.doFinal(data);

}

& Problems % @ Javadoc [ Declaration 4 Search @ Error Log

26 errors, 16 warnings, 0 others

Description

¥ @ Errors (26 items)

 "AES" should be any of AES/{CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES" should be any of AES/[CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES/ECB/PKCS5Padding" has value "AES/ECB/PKCSEPadding” but should be any of AES/{CBC,|
@ "AES/ECB/PKCS5Padding" should be any of AES{CBC, GCM, PCBC, CTR, CTS, CFE, OFB)
© Second parameter_must not be “changeit" (see definition in method sword).

© CRC 1119 CROSSING, TU Darmstadt/Heinz Nixdorf Institut
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CogniCryptg,sr— Detection of Crypto-API Misuses

CogniCryptgasy

g pubhc static void example(SecureRandom iv, byte[] data),
ator keyGen = Key ator . getInstance("AES]
keyGen init(128);

SecretKey key = keyGen.generateKey();

a Cipher cipher = Cipher.getInstance("AES");

cipher.init(Cipher.ENCRYPT_MODE, key, iv);
cipher.doFinal(data);

}

2! Problems 2 @ Javadoc &, Declaration < Search @ Error Log

26 errors, 15 warnings, 0 others

Description

¥ @ Errors (26 items)
 "AES" should be any of AES/{CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES" should be any of AES/[CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
0 "AES/ECB/PKCS5Padding" has value "AES/ECB/PKCSEPadding” but should be any of AES/{CBC,|

@ "AES/ECB/PKCS5Padding" should be any of AESHCBC, GCM, nch CTR, CTS, CFB, OFB)

@ Second parameter must not be “changeit" (see definition in method sword).
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CogniCryptg,sr— Detection of Crypto-API Misuses

CogniCryptgasy

public static void example(SecureRandom iv, byte[] data),
Key ator keyGen = Key ator . getInstance("AES]
keyGen.init(128);

SecretKey key = keyGen.generateKey();

a Cipher cipher = Cipher.getInstance("AES");

cipher.init(Cipher.ENCRYPT_MODE, key, iv);
cipher.doFinal(data);
}
}

2! Problems 2 @ Javadoc &, Declaration < Search @ Error Log

26 errors, 15 warnings, 0 others

Description

¥ @ Errors (26 items)

 "AES" should be any of AES/{CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES" should be any of AES/[CBC, GCM, PCBC, CTR, CTS, CFB, OFB}
@ "AES/ECB/PKCS5Padding" has value "AES/ECB/PKCSEPadding” but should be any of AES/{CBC,|
@ "AES/ECB/PKCS5Padding" should be any of AES{CBC, GCM, PCBC, CTR, CTS, CFE, OFB)
© Second parameter_must not be “changeit" (see definition in method sword).

[CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APIs.
Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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...within Eclipse...!

Save Static Analysis Error Markers

o

© CRC 1119 CROSSING, TU Darmstadt/Heinz Nixdorf Institut HEINZ NIXDORF INSTITUT m
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Main Error Types of CogniCrypteast

Incorrect Usage Pattern

A4

Insecure Parameters

Insecure Class Composition

© CRC 1119 CROSSING, TU Darmstadt/Heinz Nixdorf Institut HEINZ NIXDORF INSTITUT m
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|.LE. Error Type: Insecure Parameters

KeyGenerator keyGen = KeyGenerator.getInstance("AES");
keyGen.ini1t(128);
SecretKey key = keyGen.generateKey();

Cipher cipher = Cipher.getInstance("AES"); 0 ARSTshould rather be AESACEC/GCME
cipher.init(Cipher.ENCRYPT_MODE, key, 1iv);
cipher.doFinal(data);

[CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APIs.
Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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CrySL — Specifiying The Use of Crypto APls (1/2)

SPEC javax.crypto.KeyGenerator
OBJECTS

int keySize;
ORDER

javax.crypto.SecretKe kevy;
J yP Y Y Gets, Inits?, gk

java.lang.String alg;

EVENTS
CONSTRAINTS

gl: getInstance(alqg); . : :
alg in {"AES"} => keySize in {128, 192, 256};

g2: getlInstance (alg, ); . : :
- alg in {"DES"} => keySize in {56};

Gets := gl 2;

: L gl | g alg in {"Blowfish"} => keySize in {40, 44, 48,
11: 1nit (keySize); 52 56 436, 440} ;
i2: init(keySize, );

13: init( );

a4

id: init( , ) ;

X

[CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APIs.
Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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Inits := 11 | 12 | 13 | 14;

gk: key = generateKey();




CrySL — Specifiying The Use of Crypto APls (2/2)

ENSURES

generatedKey (key,alqg);

SPEC javax.crypto.Cipher

REQUIRES
generatedKey (key, alg(transformation))
ENSURES

e n C r yp t e d_ ( p l a_ j_ n T e X t / C j_ phe r T e X t ) ; [CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APlIs.

Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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CrySL Rules for the Java Cryptographic Architecture (JCA)

7 ) —\
SP .
F | EC Javay cry,
“Crypt
0B, ©-KeyGep
X OBJEcrg eraton
PETV.

e ja u au
‘ SPEC javax.crypto.KeyGenerator tha .
sect ’
oe ja\li OBJECTS 1
- ant java.lang.String algorithm; ;
Encryption 3 int keysize;
javax.crypto.SecretKey key;
& o g Randomness
. { EVENTS =)
Decryptlon gl: getInstance(algorithm);

g2: getInstance(algorithm, _)
GetInstance := gl | g2;
™ \ i1: init(keySize); HaShIng
) ava ‘ i2: init(keySize, _);

< i and m——T3
-, ;ﬁ;tl?itﬂ_'l_i; | i3] i4; MACSs
GenKey: key = generateKey(); r ***I

»: 23

- “‘-._‘\‘\

e Classes & Interfaces

igni Persisting
Signing Key .
& Generation of Key Material

Verification

[CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APIs.
Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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Evaluation - Android

p- <N
l'l

aNn>=X0ID

Android Apps 9 6 % of these Apps

are insecure

[CrySL: An Extensible Approach to Validating the Correct Usage of Cryptographic APIs.
Stefan Kriiger, Johannes Spaeth, Karim Ali, Eric Bodden, Mira Mezini. ECOOP 2018.]
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Evaluation - Maven

The Central Repository

of these Artefacts

Million
Software Artefacts

are insecure

HEINZ NIXDORF INSTITUT m
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When a Developer Uses a Crypto API

KeyGenerator keyGen = KeyGenerator.getInstance("AES");
keyGen.init(128);
SecretKey key = keyGen.generateKey();

Cipher cipher = Cipher.getInstance("AES");
cipher.init(Cipher. ENCRYP DE, key, iv);
cipher.doFinal(data);

@ getinstance(String transformation) : Cipher - Cipher
@ getinstance(String transformation, Provider provider) : Cipher - Cipher
@ getinstance(String transformation, String provider) : Cipher - Cipher
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When a De’

What shall we do about it?

KeyGenera Private Data,
keyGen.in Passwords,
SecretKey AES, RSA, CBC Data Encryption
Cipher ci

cipher.in

cipher.do

@ getinstance(!
@ getinstance(:
& getinstance(!

Ooo
H
ﬁ_g «—— | (@) CogniCrypt | .,

JAR

a“ny

FIG.3
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When a D

KeyGener
keyGen.1i
SecretKe

Cipher «
cipher.i
cipher.c

@ getinstan

& getinstan(
& getinstan(

CogniCrypt‘s Components

CogniCryptgey

Select Task

[CentainT

© Cryptography Task Configurator

Encrypt Data

Encode Passwort
stabiish 3 Secure Network Connection

Which cryptography task would you like to perform?

1 for Secure Storage

Securely Archive Files
Secure Multi-Party Computation

rust

B(

CogniCryptsasr

public static void example(SecureRandom iv, byte[] data’

.y keyGen = Key "AES
keyGen. init(128);

SecretKey key = keyGen.generateKey();

o Cipher cipher = Cipher.getInstance("AES");

cipher. init(Cipher. ENCRYPT_MODE, key, iv);
cipher.dofinal(data);

}

26 orrors, 15 warnings, O othars
Deseriot

¥ @ Errors (26 items)
G AES" should be any of AES/(CBC, GCM, PCSC, CTR, CTS, CF8, 08}
9 “AES" shouid be any of AES/{CBC, GCM, PCBC, CTR, CTS, CF8, OFB}
has vaie

© “AES/ECB/PKCSSPacding” should be any of AES/ICBC, GCM, PCBC, CTR, CTS, CFB
geit’
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e Data,
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1cryption
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When a D

Evaluation e
Zncryption
KeyGener m ™
keyGen.1i ' ' a Ven
SecretKe \
Cipher « J— X
pher. 1 =
Ciomers an>30ID = The Central Repository
@ getinstan
& getinstan(
& getinstan(
?’,‘!;\‘;{2:1 erosse T A d .d A Million Ut CRIOzSSING
narol S
CogniCry PP Software Artefacts
_— of these Artefacts
- 9 6 0/ of these Apps are insecure
| 0 are insecure
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When a Developer Uses a Crypto API

KeyGenerator keyGen = KeyGenerator.getInstance("AES");
keyGen.init(128);
SecretKey key = keyGen.generateKey();

Cipher cipher = Cipher.getInstance("AES");
cipher.init(Cipher.ENCRYP, DE, key, iv);
cipher.doFinal(data);

@ getinstance(String transformation) : Cipher - Cipher
osgellnstance(string transformation, Provider provider) : Cipher - Cipher
Osgellnstance(smng transformation, String provider) : Cipher - Cipher
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CogniCryptgey CogniCryptsast

What shall we do about it?

Private Data,
Passwords,
Data Encryption

AES, RSA, CBC

v,
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Evaluation
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. Million
Android Apps Software Artefacts
of these Artefacts
of these Apps are insecure
are insecure
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