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Motivation

«One does not know all the expected effects of known bugs.»

— Frederick Brooks, The Mythical Man-Month
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What is a good bug report?
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From a bug to the attack

Bug

Problem caused by code that produces an unexpected result.

Vulnerability

Bug that allows attackers to carry out prohibited actions.

Exploit

Executable code that leverages the vulnerability.

Attack
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Propagation of vulnerability reports
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Preliminary research questions

RQ1:

What are the commonly used criteria in bug reports, and how are they used?

RQ2:

How and when are reports propagated between the various databases? 
Can we find any trends?

RQ3:

What is the role and reliability of the used vulnerability score metrics?
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Notable observation #1

significance?
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Missing data

RQ1 
(Criteria)



Notable observation #2

Availability of

Proof-of-Concept? 
Exploit?
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Harmful data

RQ1 
(Criteria)



Notable observation #3
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Information leak before «official» disclosure

RQ2 
(Propagation)

?



Notable observation #4
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Information leak before «official» disclosure

?

RQ2 
(Propagation)



Notable observation #5
Scores diverge

RQ3 
(Metrics)

?
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Next Steps

1. Download or parse data from vulnerability database websites

2. Reverse bug report look ups to collect initial reports from accessible repositories

3. Search within the data for outliers and trends

4. Distill findings for advice towards developers, security researchers & end users
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Summary

Unstructured & distributed
information

Solution Vision
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Sources

• “Ladybird Clipart”, Meladee
https://www.cleanpng.com/png-rhinoceros-beetles-polyphaga-japanese-rhinoceros-b-7024001/

• “The Art of Bugreporting”, Andy Glover
http://cartoontester.blogspot.com/

• Sources for definitions and background information (Slide 4) 
https://www.kb.cert.org/vuls/guidance/ 09.10.19 (18:00)

https://www.rapid7.com/fundamentals/vulnerabilities-exploits-threats/ 09.10.19 (18:00)

https://www.gizmosphere.org/network-security-vulnerabilities-vs-exploits/ 09.10.19 (18:00)
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