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Motivation

• OSS has become impressively popular
• Recent work has mostly focused on security bug report prediciton
• Timely reaction to security issues is critical, otherwise:
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Recap

Back in February, I thought I could use:
• ... the GHTorrent project.
• ... sophisticated ML classification.

Define	selection	criteria

Phase	1:	Data	collection

Phase	2:	Data	analysis

Select	repositories	/
projects

Download	data
Classify	issues	/	pull
requests	using	ML

Train	ML	classifier(s)
on	existing	dataset

Select	ML	classifiers

Define	relevant	metrics

Sample	relevant	subset
Perform	manual
qualitative	analysis

Calculate	quantitative
metrics

quantitative
analysis

qualitative
analysis
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Large-scale analysis

• Define criteria for repository selection
• Write Python script for API querying
• Classify security issues using GitHub labels

• Classify issue status (accepted, pending, rejected)

=⇒ Dataset with metadata from 182 repositories,
with ≈ 250’000 issues,
with ≈ 850’000 discussion comments,
with many quantitative and qualtitative features on repositories,
issues and comments.
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Manual analysis

• Questionnaire with focus on qualitative discussion analysis and
pull requests

• Random sample with 333 security issues
• Answer questionnaire for 333 issues and 1335 comments
• Notes of other interesting observations
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Manual analysis
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Results
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Results

• Security issues, compared to non-security issues...

◦ are very infrequent
◦ appear later in a project
◦ are more often reported by core members of a project
◦ are reported by a small circle of persons
◦ receive a faster first reaction
◦ have a slower proceeding discussion
◦ have fewer comments in their discussions
◦ are resolved slower

• Low number of comments and participants in security issues and
pull requests
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8 of 12 Noah Bühlmann - Exploring Security Issues in Open Source Software



Results

• Security issues, compared to non-security issues...
◦ are very infrequent
◦ appear later in a project
◦ are more often reported by core members of a project
◦ are reported by a small circle of persons
◦ receive a faster first reaction
◦ have a slower proceeding discussion
◦ have fewer comments in their discussions
◦ are resolved slower

• Low number of comments and participants in security issues and
pull requests
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Results
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Results

• Accepted security issues
◦ are more often clearly explained
◦ more often include additional documentation or reproducibility

information
◦ have a higher proportion of thematically relevant comments.

compared to rejected security issues.

• Security issues are resolved faster if a fix is proposed in the
comments or a CVE report is present.

• Security issues are resolved faster if someone is assigned to them.
• Security issues are resolved using pull requests in 3 of 4 cases.
• Pull requests get reviewed in nearly 85% of the cases.
• The acceptance of security issues does not significantly differ

between the reporters gender (male 72.0%/female 70.4%).
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Conclusion

• Many possibilities for future work and improvement:
◦ Increase representativeness (more issue trackers, other programming

languages)
◦ Better security issue classification using ML
◦ More features and metadata (number of words, source code

snippets, ’difficulty’ of fix)
◦ NLP on content of issue reports and comments
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Thank you!
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Appendix: Sources

• Images: Wikimedia - Creative Commons

• GitHub: elastic, kibana,
https://github.com/elastic/kibana/issues/30468

• Peters, Fayola, et al. “Text filtering and ranking for security bug
report prediction.” IEEE Transactions on Software Engineering
(2017).
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