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Objective

We are interested in looking for what types of
cryptographic vulnerability exist on HackerOne.



What is HackerOne?

Hacker finds a vulnerability

4T T

Hacker submits it to the
company via their Security

page

VAR

Company rewards the hacker



HackerOne

START HACKING | LOGIN

lhackerone SOLUTIONS ~  PRODUCTS -~  WHY HACKERONE ~  COMPANY -~ RESOURCES - -

Hacktivity o Search Hacktivity
See the latest hacker activity on HackerOne

Sort
- IDOR Vulnerability in Job Preferences )
disclosed about 1 hr ago
New v L 3 By root_geek to Glassdoor ® Resolved Low

SQL Injection intensedebate.com i -
disclosed 3 hrs ago

>

Type By lu3ky-13 to Automattic @ Resolved & Medium $350.00
Al
- / No rate limit in email subscription !
disclosed 8 hrs ago
C doc g 4 /’ By splint3rsec to Stripo Inc ® Resolved & Medium 7
O Published
‘ @ Disclosed - GraphQL introspection query works through unauthenticated WebSocket

disclosed 2 days ago
By zerodivisiOn to Bitwala ® Resolved & Medium

Login page vulnerable to bruteforce attacks via rate limiting bypass

disclosed 2 days ago
By sh3rl0ck_to Khan Academy ® Resolved Low

Owner can change themself for another Role Mode but application doesnot have this function.

disclosed 2 days ago
By bugera to Doppler ® Resolved Low

» O @ O

Stored XSS in [https://dashboard.doppler.com/workplace/*/logs] pages
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Data extraction with python

Hacktivity Q. Search Hacktivity

See the latest hacker activity on HackerOne

Sort
- No rate limit into email change leads to email notification boombing to its victim. , _
0 disclosed 3 hrs ago
New - J By bugera to Doppler ® Resolved Low
a Access page must be reloaded to perform multiple requests
n n pPag P P q disclosed 7 hrs aao N~
G‘ D Inspector Console [ Debugger ‘N. MNetwork {} Style Editor () Performance ﬂE Memary E Storage 'ﬁ' Accessibility §§§ Application D-_| eee X
@ " Filter URLs I Q O Al HTML €SS JS XHR Fonts Images Media WS Other [[] Disable Cache No Throttling & -ﬂ-
Status Method Domain File Initiator Type Transferred Size “~ [B] Headers Cookies Reguest Response  Timings  Stack Trace  Security
280 GET & hackerone.com gates vendors~main.6e5elb... json 2.08 KB 2B W Filter properties
GET & hackerone.com current_user vendors~main.6e5e0b... json 221 KB 151 B w JSON
GET & hackerone.com graphgl_token,json vendors~main.6e5elb... json 210 KB 24 B w data: Object { me: null, hacktivity_items: {..} } 2
260 POST & hackerone.com graphgl vendors~main.6e5e0b... json 2.10 KB 20B me: null
* hacktivity_items: Object { total t: 9630, _ty : "HacktivityltemC ction”, Info:
POST & hackerone.com graphgl vendors~main.6e5e0b... json Ay ttems . Jee - oralcoun 5 Hypename: Hackivityliemi-onnection . pageinio
2 POST & hackerone.com graphgl vendors~main.6e5e0b... json 2.10 KB 20B total count: 9630
280 POST & ¥ www.google-an... collect?v=18&_v=j87&a=19474276098&t=pageviewX_s=18&dl=hi vendors~main.6e5elb... plain 640 B 2B ¥ pagelnfo: Object { endCursor: "MjU", hasNextPage: true, __typename: "Pagelnfo” }
(O] POST stats.g.doubledicknet  collect?t=dc&aip=18&_r=3&v=18_v=]87&tid=UA-49905813-18 xhr csp endCursor: "MjU* -
_ . . - . L hasMextPage: true
GET hackerone.com magnifier.bfb9b803.5vg vendors~main.6e5elb... svg cached 360 B
__typename: "Pagelnfo”
GET & hackerone.com baseline_arrow_drop_up.e3531b55.5vg vendors~main.6e5elb... svg 257 B (raced) 451 B v edges: [{ "
GET hackerone.com chevron-down.98409¢cha.svg vendors~main.6e5elb... svg cached 175 B ¥ 0: Object { __typename: "HacktivityltemUnionEdge”, node:
GET hackerone.com table-sort-desc.3d42eaa3.svg vendors~main.6e5elb... svg cached 191 B i ¥ node: Object {id: N~
(® 12requests  6558KB/20KBtransferred  Finish: 4335 = DOMContentloaded: 1.24 s load: 2.13 5 » Response Payload
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Top 20 hackers
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Top hackers based on the total money earned

mmm Reward earned === Number of bug
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Top hacker based on the total bug report
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mmm Reward earned === Number of bug
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Top 20 companies

Mail.ru

HackerOne

U.S. Dept Of Defense
Shopify

Node.js third-party modules
Nextcloud

PHP (IBB)

Twitter

New Relic

Uber

Shopify-scripts

Legal Robot

GitLab

Weblate

Gratipay

VK.com

Starbucks

Zomato

Slack

LocalTapiola
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Analyzing cryptographic vulnerability



Weaknesses

There are 121 unique weaknesses

liackerone SOLUTIONS -~ PRODUCTS -~  WHY HACKERONE -~ COMPANY - RESOURCES - -
. Omar Espino (omespino) 234 - 0.09 60th 22.50 94th
Reputation Rank Signal Percentile Impact Percentile
> POODLE SSLv3 bug on multiple twitter smtp servers (mx3.twitter.co -
m,199.59.148.204,199.16.156.108 and 199.59.148.204) )
State @ Resolved (Closed) Severity Mo Rating (---)
Disclosed  February 22, 2018 1:11am +0100 participants (i) = (B8 [ =
Reported To Twitter Visibility  Disclosed (Full)
Reported at  November 9, 2017 10:44pm <0100
*twitter.com
Asset
(Domain)
CVE ID
‘ Weakness  Cryptographic Issues - Generic
Bounty 5280
Collapse
TIMELINE
. omespino submitted a report to Twitter. Nowv 9th (3 years ago)
Summary: POODLE SSLv3 bug on multiple twitter smtp servers
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Weaknesses

Criteria

Weakness like ‘%crypto%’
Weakness like ‘%encrypt%’ or

‘%auth%’ or ‘%pass%’ or ‘%private%’ or ‘%ss|%’

Summary like ‘“%crypto%’ or ‘%encrypt%’ or

“%auth%’ or ‘%pass%’ or ‘%private%’ or ‘%ss|%’

On HackerOne

180

670

55

Manual analysis

115

167

33
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mmmmm  Number of Bug

Crypto bug types

Clear text transfer / Mix content https-http

Certificates related problems (validation, CAA ..)

Weak crypto defaults / Default encryption password and salt

The POODLE attack

The side channel attacks / The timing attacks

Secret key / Key disclosure / Hard-coded password / Session cookie disclosure
OpenSSL bugs

Cookie ssl flag / HTTP Strict Transport Security
Weak Pseudo-Random Number Generator
The sweet32 attack

Key forgery / Signing issues / Signature verification
The Breach attack

The Drown attack

The padding oracle attack

Cross-site request forgery

SSL pinning

The Beast attack

Reduced key size / premutation / key id collision
Encryption without authentication

Insecure data storage

The freak attack

The ssl striping attack

Divide-and-conquer session key recovery

The CBC cut and paste attack

The hash length extension attack

The chosen-cipher text attack

The Invalid Curve attack

Heartbleed

Key poisoning

Dragonfly handshake of WPA3

The KRACK attack
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o

15

20

25

30

12



Companies’ crypto bugs
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Authentication bugs types



Authentication bug types

Bypassing authentication / Weak authorization

Weak password reset workflow

OAuth

Bypass Two Factor Authentication / Multi-Factor Authentication

Password policy mistakes

One-time password

JSON Web Token

Replay protection

Biometric
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Companies” authentication bugs

10 55,600
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mmm Number of bug === Paid reward
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Summary

Data extraction

Hacktivity
See the latest hacker activity on HackerOne

Sort
- e Norate imit vietin,
New - o By bugeratoDoppier @ e
@ O impecor @ Concie O Detupger T4 hemwore () Stiecatce (D) reromance 3 Memory [ stoage T Accesiviny [ Apgiication
8 | Q © M W 5 5 R fom e Meds WS Ove  [lOmbeCane oD
e Metea  Oomsn je— s A B} Vewkn Coodes Reust Reome Tmings StacTace
aer andors s aSu 218 s » 6007 sepmibbemeririd
000¢ @
wEz
- » Resporse Headers 2173 KB1 o
» * Recuest Headers (1725 K8) ™
[
-]
o ¥
o
Clear text transfer / Mix content hitgs-http »
Certficates rela {validation, CAA...) n
Weak crypto dafaults / Defaut encryption password and 53 ee—— 1
The POODLE attack  em— 1
The side channel attacks / The timing attacks - e—— 11
Secret key / Key dischosure / Hard-coded password / Session cookie disclosure - memee— 11
OpenSSL bugs  me—
Cookio sl flag / HTTP Strict Transport Sec
Weak Pseudo R G
The swe
Key forgery / Signing issues / Signat
The Breach attack  mem—"a
The Drown attack w4
The padding oradie attack s 4
Cross-site request forgery  memmmm 3
SSLpinning  se—3
The Boast attack s 3
Roduced key sizo / promutation / koy id collsion  smmmm 3
Encryption without authontication w2
Insmcure data storago s
The froak attack w1
The ssl striping attack w1
Divide-and-conquer session key recovery mm 1
The CBC cut and paste attack e 1
The hash length extension attack mm 1
The chosen-cipher text attack w1
The Invalid Curve attack s 1
Heartbleed mm 1
Key poisoning == 1
Dragonfly handshake of WPA3 w1
w— Number of Bug The KRACK attack e 1
o s 0 15 » > 2

Weaknesses

Criteria

Weakness like ‘%crypto%’
Weakness like “%encrypt%’ or

“%auth%’ or ‘%pass%’ or ‘Yprivate’ or ‘%ss|%’

Summary like ‘%crypto%’ or ‘%encrypt%’ or

“Shauth%’ or ‘%pass%’ or ‘%private%’ or ‘%ssi%’

On HackerOne

180

670

55

Authentication bug types

Manual analysis

115

167

33

Bypassing authentication / Wesk authorization |

Weak password reset workfiow [N ;o

Onuth I

Bypass Two Factor Authentication / Multi-Factor Authentication | >
Password policy mistakes [N 11
One-time password [N *

JSON Web Token [l 2

Replay protection [l 3

Blometric | 1
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