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Existing Password Policies...

Google

Create your Google Account

Continue to Gmail

First name Last name

Username @gmail.com

You can use letters, numbers & periods

Password Confirm

[] Show password

Sign in instead m



...may decrease security

& Mohammad Ghafari
. @ghafarii

Hey @LinkedIn, it seems you have two password
policies (a bug?) in place. A password can include
"many sequential numbers" when signing up, but not
when resetting a password.

10:08 vorm. - 10. Apr. 2020 - Twitter Web App



Existing problems

Fewer updates for duplicated code
Less readable and understandable code
Fewer test cases

Impaired functionality



Where can we find code about policies?

26,810 repository results Sort: Best match =

°
G Itl I u b ! £ EpicGames/Signup

Information about signing up for a free Epic Games account, and getting access to UnrealEngine source code.

%7 1.9k Updated on Jan 18

B sibtc/simple-signup
Languages . N . P
Code samples used in the blog post "How to Create User Sign Up View
HTML 5,237 . . .
pythen  djange  tutorial  tutorial-code
JavaSeript 5228 ¥7128 @Python MiTlicense Updated on Oct 24, 2020
Python 3,155
Css 2,593
Jovn 5953 [ abuanwar072/Welcome-Login-Signup-Page-Flutter
o (ses Mobile app onboarding, Login, Signup page with #flutter.
>
vr 473 @ Dart Updated on Nov 18, 2020
Typescript 770
Ruby 708
Dart 520 [ aws-samples/py-flask-signup-docker
Swift 344 Sample Python application to show the capabilities of ECZ2 Container Service,

<M 7o M UTRA fnarhe.d Nlicancs lndsted 15 daee 3mn



Initial Exploration

n A
o@d ¢

Php

Spring

Collected Features:

Password Policy
Length
Pattern

Inconsistencies in Policies

Duplication
Impaired Functionality

File- & Functionnames

Sign Up
Login
Password Reset

Libraries

Authentication
Validation
Encryption

Metadata

Forks & Stars
First & Last commit



Initial Results

policy validation
duplication
10%

multiple policies
1%

matched criteria
47%

impaired functionality
2%

Total: 90 Repositories

unrelated
40%




Example

on auth_user()

$this-»validation->s

_ . 'email_address' => 'reguired’',
fdatal 'user_ 1 $this->request- > ost('user_s )

'user_password' => ‘reguired|min_lensth[2]"
1);

Sdatal 'user_password'] = md5{%this-*request->getPost( 'user_password'));

Sthis 1->add_user(%data);

gnin.php'

if ($this-»validation->runi(%

$id['invalid_credential'] = 'Email/Password Required °;

~eturn view('dashboard/signin.php’,

Sidenote: Multiple instances of bad hashing algorithms, possibilities of sql injections, usage of old libraries etc



How can we detect broken policies on GitHub?

CodeQL Queries!



CodeQL Queries

Free semantic code analysis engine by
GitHub

codeql.github.com or Ilgtm.com

Supports

C/C++, CH, Go, Java, JavaScript,
Typescript, Python

and many frameworks (e.g. ASP.NET,
express...)

Displaying 11 alerts, ordered by significance.

1 Error 6 Warnings 4 Recommendations

Missing rate limiting

l security ” external/cwefowe-770 H external/owe/owe-307 ” external/cwe/owe-400

Source root/routes/routes.js
1 1-25
B

app.get('/profile’,islLoggedIn, function(req,res){

This route handler performs authorization, butis not rate-limited.
29

res.render( 'profile.ejs’', {user:reg.user});
3
| | 31-57

Hard-coded credentials

l security ” external/cwefcwe-259 H external/owe/cwe-321 ” external/cwe/owe-798

Source root/server.js

1

31

app.use(expressSession({ secret: 'mySecretkKey', cookie: { maxAge: 60000 }, resave: tru
e, saveUninitialized: true }))

The hard-coded value "mySecretKey" is used as key.



codeql.github.com
lgtm.com

CodeQL Queries Example

import javascript

from Function
where f.getMName () .matches ("$L£ZT")

select f.getlame(),

angular/angular 7a40d8c  2'373 results

defineProperty

defineProperty

defineProperties

stringify

stringify

stringify

stringify

stringify

shift

f.getParameter (0)

value

token

token

params.

event

export function propertyPatch() {

zoneSymbol = Zone.__symbol__;
_defineProperty = (Object as any)[zoneSymbol('defineProperty')] = Object.defineProperty;
_getOwnPropertyDescriptor = (Object as any)[zoneSymbol('getOwnPropertyDescriptor')] =
Object.getOwnPropertyDescriptor;
_create = Object.create;
unconfigurablesKey = zoneSymbol('unconfigurables');
Object.defineProperty = function(obj: any, prop: string, desc: any) {
if (isUnconfigurable{obj, prop)) {
throw new TypeError('Cannot assign to read only property \'' + prop + '\' of ' + obj);
}
const originalConfigurableFlag = desc.configurable;
if (prop '== 'prototype') {
desc = rewriteDescriptor(obj, prop, desc);
}
return _tryDefineProperty(obj, prop, desc, originalConfigurableFlag);
i

Object.defineProperties = function(obj, props) {
Object.keys(props).forEach(function(prop) {
Object.defineProperty(cbj, prop, props[propl);
1)
return obj;

1
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Current state

Inconsistencies in Policies

Duplication
Impaired Functionality

Libraries

Validation
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Detector Example (1/3)

Handling Request(s)

Sensitive Data

Data is a Password
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Detector Example (2/3)

Handling Request(s)

lcalls

Validating Policy

[\

Library Validation Pure JS Validation

Sensitive Data

Data is a Password
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Detector Example (3/3)

Function
contains .
Sensitive Data

Handling Request(s)

Data is a Password

calls

m # of Results Interpretation

Validating Policy N d poli
o password policy

1 Only one password
policy

Library Validation Pure JS Validation

2+ Interesting Case
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Interesting Case

Multiple Policies

OR

= { required | min:4 };
{ required | email };
= { required }

validateSignup(user) {
passwordSchema.validate(user.password) &&

emailSchema.validate(user.email) &&
nameSchema.validate(user.name)

r
L

passwordschema.validate(user.password) &&
emailSchema.validate({user.email) &&

16



Next Steps

Implement the recognition of more validation libraries

Filter the results which use the same validation codebase in different
functions

Apply to larger base of repositories

Make the query available to GitHub for automatic reviews



Summar

Initial Results CodeQL Queries

policy validation 1 Error 6 warnings 4 Recommendations
duplication
10% Semantic code analysis engine by Github Missing rat it
. Cosan ) ] )
multiple policies codeql.github.com or Igtm.com . e
matched criteria 1% R
47% Y m:
~———_ impaired functionality app.get (*/profile", 1sLoggedin, function(rea, res){
= Supports
. res.render('profile.ejs’, {userireq.user});
C/C++, C#, Go, Java, Javascript, oo
Typescript, Python
Hard-coded credentials
and many frameworks (e.g. ASP.NET, [l 2]l ) 8
express...) T

app.use(expresssession({ secret: ‘mySecrotkey', cookie: { maxAge: 60000 ), resave: tru
o, savelninitialized: true }))

un;i:;fed The hard-coded value "mySecretKey sused as key . [ Showpats

Total: 90 Repositories

Detector Example (3/3) Next Steps

———— Implement the recognition of more validation libraries

Function contains

i g R Data js a Password

calls. Filter the results which use the same validation codebase in different
— . functions
Validating Policy
0 No password policy
4 » Apply to larger base of repositories
/ \ 1 Only one password
/./ \ policy
Make the query available to GitHub for automatic reviews
2+ Interesting Case




